CAICT thE(FiER

Big Data White Paper

(2019)

CHINA ACADEMY OF INFORMATION AND
COMMUNICATIONS TECHNOLOGY

December 2019



COPYRIGHT NOTICE

The copyright of this white paper belongs to China Academy of
Information and Communications Technology (CAICT) and is
protected by law. Anyone who reprints, excerpts, or uses the text or
viewpoints contained in this report in other ways should cite the
original source of the information by adding “Source: CAICT".
CACIT reserves the right to pursue legal actions against the

violators.



Foreword

At present, the global big data industry is entering a period of
accelerated development. No matter in terms of technology, industry,
application, or innovation, the industry is reaching new highs. Big data
can enrich the supply of factors of production through digitalization,
expand organizational boundaries through networking, and enhance
output efficiency through intelligence. It is not only an important area to
build the nation into a cyber power, but also a strategic backing to
accelerate the transformation of the real economy in terms of quality,
efficiency, and driving forces in the new era.

This white paper is the fourth edition of Big Data White Paper released
by China Academy of Information and Communications Technology
(CAICT) following Big Data White Paper (2014), Big Data White Paper
(2016), and Big Data White Paper (2018). Based on the first three
editions, this white paper focuses on the progress and trends in various
fields of big data over the past year, analyzes and summarizes the main
challenges, and looks into the future of big data. In terms of technology,
this white paper focuses on the latest big data technologies and the
convergence trend in the past two years; in terms of industry, it places an
emphasis on the development of big data products in China; in terms of
data asset management (DAM), it introduces the latest development of
the industry and the assets management tools, with a focus on the key
issues of data assetization; in terms of security, it analyzes the security
issues and technical tools from multiple perspectives. It is hoped that the
analysis in this white paper would provide government and industry with
a reference.
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|. Overview of Big Data Development Around the World

In recent years, the development of global big data industry remains
robust and dynamic. According to statistics and forecasts from Statista, a
world-renowned statistical agency, the global data volume is expected to
reach 41ZB? in 2019.
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Figure 1 - Estimates of Data Volume Generated Each Year Globally

Since 2019, the development of big data around the world has entered a
new stage, showing some new trends in technology, industry, and
applications. This chapter will briefly describe the latest progress of big
data in terms of strategy, technology, industry and other aspects in other
countries.

1. Big Data Strategies Continue to Expand.

Compared with a few years ago, the development of big data did not see
many highlights in 2019 in other countries from the policy perspective.
The only one that attracted much attention was the draft "Federal Data
Strategy Year-1 Action Plan" issued by the United States.

1 7B, Zettabyte (one sextillion bytes), equivalent to 2*° GB



On June 5, 2019, the United States issued the draft, which includes
specific deliverables for agencies and lays out government actions taken
collaboratively by federal agencies. It aims to develop guidelines for
federal agencies to leverage program, statistical, and mission-support
data as strategic assets to develop the economy, increase the efficiency
of the federal government, promote oversight, and increase
transparency?.

Compared with the Federal Big Data Research and Development
Strategic Plan issued three years ago, it can be seen the United States
has placed greater emphasis on the importance of data and has shifted
its focus on data from "technology" to "assets" in the draft Action Plan. It
has specifically addressed the harmonization of standards for financial
data and geographic information data. Furthermore, a supporting
document, Shared Solution Actions: Government-Wide Data Services,
became the highlight, making strategic plans for cross-agency data
collaboration and sharing, including implementing agencies and timeline.

The European Parliament passed a resolution not long ago, urging the
EU and its member states to create a "prosperous data-driven economy".
It is predicted in the resolution that EU’s GDP will increase by 1.9% by
2020 due to better use of data. Unfortunately, according to statistics,
only 1.7% of European companies are fully leveraging advanced digital
technologies.

It is a common element in the data strategies of various countries to
broaden and deepen the application of big data technologies. It is
learned that big data privacy protection technologies such as differential
privacy will be used in the 2020 Census of the United States.
The UK statistics authority is exploring the use of traffic data to track the
British economic trend based on big data analytics and provide early
warning services to help the government make accurate decisions.

2. Underlying Technologies of Big Data Are Maturing.

In recent years, the underlying technologies of big data are maturing. In

2 Please refer to: https://www.secrss.com/articles/11352
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the early days of big data development, technical solutions focused on
solving the problem of how to make data "big". Apache Hadoop defined
the most basic distributed batch processing architecture, broke the
traditional integrated database model, separated computing from
storage, and focused on solving the low-cost storage and large-scale
processing of massive data. Thanks to its advantages in friendliness of
technology ecosystem and scalability, Hadoop once had huge impact on
the market of traditional massively parallel processor (MPP) databases.
However, the MPP continued to make breakthroughs in scalability (MPP
can support a cluster of up to 512 nodes in the large-scale test of the
2019 CAICT Big Data Product Capability Assessment), making MPP
regain a place in the field of massive data processing.

The low processing efficiency exposed by MapReduce and the huge and
complex operation and maintenance of the Hadoop system forced the
computing framework to evolve. Apache Spark, which emerged
subsequently, gradually developed into the de facto standard for
computing framework. After solving the “big” problem of data, the need
for timely data analysis became more prominent. Apache Flink, Kafka
Streams, Spark Structured Streaming and other high-profile products in
recent years have laid the foundation for the basic framework of stream
processing.

On this basis, big data technologies and products became more tiered
and tailored and formed a rich technology stack in open source
communities, covering all aspects of storage, computing, analysis,
integration, management, operation and maintenance. According to
statistics, there are currently hundreds of open source projects related to
big data.

3. Big Data Industry Is Growing Steadily.

A report released by Statista in August 2019 shows that by 2020, the
revenue size of global big data market will reach $56 billion, an increase
of about 33.33% compared with the expected level in 2018 and doubling
the revenue size in 2016. With the maturity of the market and the
development of emerging technologies, the big data market will grow
steadily in the future, with a growth rate of about 14%. It is predicted that



the overall revenue size of the big data market will increase by about $7
billion each year in the period from 2018 to 2020, with a compound
annual growth rate (CAGR) of about 15.33%.

= Market Size (in $100 Mn) -==Growth Rate {Right Axis)

600 560

490

350

2016

2018* 2079 2020*

Note: * represents forecast
Source: Wikibon, SiliconANGLE

Figure 2 - Forecast of Revenue Size of Global Big Data Market from 2016 to 2020

From the perspective of market segments, big data hardware, software
and services all maintained stable growth in terms of market size. It is
estimated that the revenue size of the three major market segments will
reach $15 billion (hardware), $20 billion (software), and $21 billion
(services) respectively by 2020. Specifically, from 2016 to 2017, the
growth of the big data software market reached 37.50%, faster than the
growth of the traditional big data hardware market. With the maturity and
integration of technologies such as machine learning and advanced
analytics algorithms, more data applications and scenarios are landed.
The big data software market will continue to grow at a high speed. It is
estimated that between 2018 and 2020, it will increase by about $3
billion each year, with a CAGR of about 19.52%. The big data related
services segment is the biggest segment and it is estimated to grow at a
CAGR of about 14.56% between 2018 and 2020. In contrast, the growth
big data hardware market will be the slowest, but will still maintain a
CAGR of about 11.80%. In terms of market shares, the proportion of
software will gradually increase, the service-related revenue will
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maintain a steady development trend, the gap between software and
services will continue to narrow, and the proportion of hardware will
gradually decrease in the overall market.
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Figure 3 - Forecasts of Revenue Size of Big Data Segments Around the World from
2016 to 2020

4. Consolidation of Big Data Companies Is Accelerating.

In the past two years, top international big data companies have also
seen some changes.

In October 2018, two U.S. big data tech giants, Cloudera?® and
Hortonworks*, announced a merger. In the field of Hadoop, it was a
merger of two strong players and from the overall perspective of big data,
it was more like two companies "huddling together for warmth". But there
is no doubt that the merger could at least help the two companies end
the nearly-a-decade-long competition and get out of the embarrassing
situation of long-term loss based on their monopoly position in the
market. From a third-party perspective, it would undoubtedly affect the

3 Cloudera was founded in 2008 and released CDH - a Hadoop Distribution. CDH products include CDH
Enterprise and CDH Open Source. In CDH Enterprise, Cloudera Manager - the closed-source management
component, is included.

4 Hortonworks is a startup company spun off from the Yahoo Hadoop team. Unlike Cloudera, Hortonworks'
software is completely open source and the company makes money through technical support.



entire Hadoop ecosystem. Open source big data has now become the
infrastructure of Internet companies. The merger of the two companies
means that the Hadoop standards will be more unified. In the long run,
the profitability of the new company will also be greatly improved, and
more resources will be invested in new technologies. In terms of size
and weight, the new company will basically represent the Hadoop
community, and other companies of the same type can barely compete
with it.

In August 2019, HPE acquired the business assets of a well-known big
data technology company, MapR, including MapR's technologies,
intellectual properties, and business resources in various fields. MapR
was founded in 2009 and is one of the global providers of the top-ranked
software distribution for Hadoop. Experts generally believe that the
increasing use of data computing and analytics products in the form of
cloud services by companies and organizations is one of the important
reasons for the decreasing demand for MapR. User needs are shifting
from purchasing platform-based products represented by Hadoop to
service-oriented products combining cloud and intelligent computing.
This also means that the battle among global enterprise-grade IT
vendors has entered a new stage, that is, to meet the overall needs of
users from platform products to cloud-based services and intelligent
solutions.

5. Data Compliance Requirements Are Getting More
Stringent.

In the past two years, countries have paid more and more attention to
data compliance, but there is still a long way to go for data compliance.
The General Data Protection Regulation (GDPR) embraced its first
anniversary of implementation on May 25, 2019. GDPR aims to protect
the personal data of EU citizens and impose strict requirements on data
processing of enterprises. After one-year implementation, the number of
cases and public incidents related to data protection rose and it also
caused a lot of controversy.

A study by the University of Oxford reveals that after one year of GDPR’s
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implementation, the number of cookies set up on news sites without user
consent dropped by 22%°. The EU EDPB report shows that since the
implementation of the GDPR, the EU authorities have received about
145,000 complaints and reporting of data security related issues; and a
total of 55 million euros in administrative fines have been imposed.
Companies such as Apple, Microsoft, Twitter, WhatsApp, and Instagram
have also been investigated or punished.

After its official implementation, the GDPR has created a wave of global
privacy protection legislations and successfully raised the awareness on
the importance of data protection in all areas of society. For example,
starting from January 2020, the California Consumer Privacy Act (CCPA)
will also take effect®. Similar to the GDPR, the CCPA will regulate all data
business practices of the entities doing business in California. The CCPA
is more lenient than GDPR in the standards of applying regulation, but
once the standards for applying regulation are met, violating companies
will suffer greater penalties. In August 2019, IAPP/OneTrust surveyed
the organizations’ readiness for CCPA and the results shows that 74% of
respondents believe they should comply with the CCPA, but only about 2%
of respondents believe they are fully prepared for the CCPA. In addition
to the CCPA, more bills are coming into effect in multiple states including
New York State.

5> Please refer to: https://www.cnbeta.com/articles/tech/759403.htm
6 Please refer to: https://www.secrss.com/articles/13773



Il. Convergence Has Become an Important Feature of the
Development of Big Data Technologies.

At present, the technical framework underlying the big data system is
basically mature. Big data technologies are turning into a type of
supporting infrastructure, and their development is more geared to
efficiency improvement and personalized upper-layer applications. The
trend of technology convergence has become increasingly evident. This
chapter will discuss several major trends of convergence in relation to
big data technologies.

1. Convergence of Computational Power: Diversified
Computational Power Improves Overall Efficiency.

With the deepening of big data applications, the scenarios are getting
more diversified, and data platforms are beginning to undertake a
diversity of task loads such as Al, loT, video transcoding, complex
analytics, and high-performance computing. At the same time, the data
gets more complex. The new computing paradigm represented by
high-dimensional matrix operations is characterized by fine granularity,
strong parallel processing power, high memory usage, high bandwidth
requirements, low latency and high real-time performance. Traditional
big data technologies based on the CPU-based underlying hardware
could not effectively meet new business requirements. Performance
bottlenecks showed up.

At present, various heterogeneous computing platforms, with the CPU
as the scheduling core and collaborating with GPUs, FPGAs, ASICs,
and Al-accelerated "xPUs", have become the industry's hotspot
solutions. Accelerated computing units represented by GPUs can greatly
enhance the computing efficiency of new services. This September,
Tencent Cloud released two heterogeneous computing products,
including the FPGA FX4 instance equipped with Xilinx U200 Alveo Data
Center accelerator cards and Tencent Cloud GN7 instances using
NVIDIA T4 GPU. Huawei plans to launch Fusion Insight B160, an
integrated solution for the release of data intelligence model. It has



Big Data White Report (2019) - CAICT

built-in Kunpeng 920 + Atlas 300C chips to provide strong computational
power for Al model release.

The convergence of different hardware systems may encounter a variety
of engineering problems such as independent development tools,
different programming languages and interface systems, and lack of
software and hardware collaboration. To this end, the industry is trying to
achieve compatibility with different underlying hardware by harmonizing
software development platforms and development tools. For example,
Intel is designing oneAPI, a single, unified programming model that aims
to simplify development across multiple architectures (including CPU,
GPU, FPGA, and other accelerators). It provides a unified set of
programming languages and development toolkits to invoke diversified
computational power, which can radically simplify the development
model, and form a new set of open standards for heterogeneous
computing.

2. Convergence of Stream Processing and Batch
Processing: Most Cost-Effective Solution

Stream processing can effectively process the information that changes
instantaneously, thereby reflecting the real-time dynamic changes of
information hot-spots; while offline batch processing can better reflect
the cumulative feedbacks of historical data. Considering the balance
between real-time computing needs and computing resources, the
industry has long established the principles of Lambda Architecture to
support the computing scenarios where batch processing and stream
processing coexist. With the evolution of technology architecture, the
convergence of stream processing and batch processing is making a
trend, and it is advancing to more real-time and more efficient computing
to support more diversified big data processing requirements.

The stream computing emerged out of the strict requirements on the
timeliness of data processing. As the value of data decreases with the
passage of time. Once the data is generated, we must process it as soon
as possible for such purposes as real-time monitoring, risk control and
early warning. In early days, the typical open source framework for



stream computing was Storm. Although it is a typical stream computing
model that processes streams one by one, it cannot meet the
requirement of "exactly-once" processing mechanism. Later, Heron
made a lot of improvements on Storm, but the community was not active.
In the same period, Spark introduced Spark Streaming and Structured
Streaming, and realized stream computing with the idea of micro-batch
processing. Apache Flink, which appeared in recent years, uses the idea
of stream processing to implement batch processing. It is a computing
model that integrates stream processing and batch processing.
Domestic companies such as Alibaba, Tencent, Baidu, and ByteDance,
and foreign companies like Uber, Lyft, and Netflix are all users of Flink.
The Ray Framework, which was open sourced by AMPLab of Berkeley
University in 2017, followed a similar concept. It uses a set of engines to
integrate multiple computing models. Based on this framework, Ant
Financial is practicing financial-grade online machine learning.

3. TA Convergence: Hybrid Transaction/Analysis Supports
Instant Decision-Making

TA convergence refers to the convergence of Transaction and Analysis.
When selecting technologies for traditional business applications,
different database technologies are selected according to different use
scenarios. When the application needs to respond quickly to highly
concurrent user operations, a transaction-oriented OLTP database is
usually chosen. When the application needs to conduct multidimensional
analysis on massive data, an analysis-oriented OLAP database will be
selected.

Today when the delicacy operation is driven by data, it become essential
to analyze massive data in real time. Analysis and business are strongly
correlated, but due to the differences between the two types of
databases in data models, row and column store models, and response
efficiency, it often results in duplicated data storage. The business
database in the transaction system can only be imported into the
analysis system synchronously through scheduled tasks, which leads to
insufficient data timeliness and the inability to make analysis and
decisions in real time.
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Hybrid Transaction/Analytical Processing (HTAP) is an architecture
proposed by Gartner. It is designed to break the "wall" between
transactions and analysis, and achieve indiscriminate processing of
transaction and analysis tasks on a single data source. This converged
architecture has obvious advantages: it can avoid the extra burden of
frequent data moving operations on the system, reduce the cost of
duplication of stored data, and analyze the data generated by the latest
business operations in a timely and efficient manner.

There are three main implementation schemes at this stage: The first is
to implement transactions based on traditional row-store relational
databases (similar to MySQL), and on this basis to introduce the
computing engine to increase the capacity for complex queries. The
second is to add column-store functions based on row-store databases
(such as Postgres-XC version) to meet the needs for analytical services;
the third is to increase functional optimization such as row-store based
on column-store analytical databases (such as Greenplum) to support
transactions. However, these approaches have not changed the data
storage mode in a fundamental way. All the three approaches either
focus on transactions or analysis functions. It is impossible to handle
transactions and analytical tasks in a system without any interference, or
avoid data conversion and replication. They can only reduce the latency
of analytical services to a certain extent.

4. Module Convergence: One-Stop Data Capability Reuse
Platform

The big data tools and technology stacks are relatively mature. Big
companies have gradually formed a set of capabilities around the
production chain of tools and data, data management and applications
based on their practical experience, and have used this concept to unify
the views and standards of data asset and provide general data
processing, management and analysis capabilities.

The trend of data capability integration simplifies the complex data
structures within the enterprise, brings data closer to business, and
enables faster use of data to drive decision-making. It mainly addresses



three issues: first, to improve the efficiency of data acquisition; second,
to link up the channels for data sharing; third, to provide unified data
development capabilities. This "enterprise-grade data capability reuse
platform" is a data application engine and a data processing factory
composed of a variety of tools and capabilities. It connects the data at
the lower level with data application team at the upper level and forms an
agile, data-driven delicacy operation model. The concept of "Zhong Tai"
(Middle-Platform) put forward by Alibaba and the concept of "data
infrastructure" put forward by Huawei are proof of the trend of module
convergence.

5. Cloud-Data Convergence: Cloudification Trend Lowers
the Threshold of Technology Use.

The migration of big data infrastructure to the cloud is an important trend.
All major cloud vendors have begun to provide various big data products
to meet user needs, and have built their own data products on the cloud.
For example, Amazon Web Service (AWS) and Google Cloud Platform
(GCP) have long provided managed MapReduce or Spark services;
domestic vendors such as Alibaba Cloud MaxCompute, Tencent Cloud's
elastic MapReduce, and other large-scale scalable database services all
migrated to cloud. Google Big Query, AWS Redshift, Alibaba Cloud's
PolarDB, Tencent Cloud's Sparkling, among other, have provided
distributed database services for PB-level data sets. Most of the early
cloud products were based on the cloudification of existing big data
products. Now, more and more big data products follow the concept of
cloud-native development from the very beginning. They are cloud
native, born for the cloud, grow in the cloud and are more adapted to
cloud ecosystem.

The biggest advantage of evolving to a cloud-based solution is that
users no longer have to worry about how to maintain the underlying
hardware and networks, and they could just focus more on data and
business logic, which has greatly reduced the learning costs and
thresholds for the use of big data technologies.
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6. Convergence of Big Data and Al: Deep and
Multi-Dimensional Integration of Big Data and Al.

The convergence of big data and Al has become one of the most
eye-catching trends in the field of big data. Such convergence is mainly
reflected in the intelligence of big data platforms and the intelligence of
data governance.

Intelligent platform: Analyzing data by intelligent means is a better
approach to release the value of data, but users often do not want to
move data frequently between the two platforms. This has spurred the
trend of deep integration of big data platforms and machine learning
platforms. In addition to supporting machine learning algorithms, big
data platforms will also support more Al-powered applications.
Databricks provides data scientists with a one-stop analytics platform; -
Data Science Workspace while Cloudera also launched its analytics
platform - Cloudera Data Science Workbench. At the end of 2019,
Alibaba open-sourced Alink, its machine learning algorithm platform
based on Flink, which has been widely used in Alibaba's core real-time
online businesses such as search, recommendation, and advertising.

Intelligent data governance: The output of data governance is the
input of Al, that is, the big data after governance. Data governance and
Al are complementary to each other. On the one hand, data governance
provides high-quality compliance data for the application of Al; on the
other hand, Al can make optimizations on data governance. Al-enabled
data governance is to make data intelligent through intelligent data
governance. Through intelligent metadata awareness and automatic
identification of sensitive data, the data is automatically tiered and
classified to form a globally unified data view. Through intelligent data
cleaning and correlation analysis, the quality of the data is checked and
the blood relationship of the data is established. Data can be
automatically tapped by type, level, blood relationship, among other. The
complexity and cost of data governance is reduced and the intelligent
data is obtained.



lll. Big Data Industry Is Booming.

In recent years, China's big data industry has been developing
vigorously, converged application continued to deepen, the size and
quality of digital economy continued to improve. The big data industry is
playing a more significant role in driving innovations and promoting
convergence. This chapter will briefly analyze the development situation
of China's big data industry from the aspects of policy environment,
competent authorities, product ecosystem, and industry applications.

1. Policy Environment Is Getting Increasingly Favorable
for the Development of Big Data Industry.

Industry development is inseparable from policy support. The Chinese
government attaches great importance to the development of big data.
Since 2014, the layout of China's national big data strategy has gone
through four different stages.

Warm-up Phase —» Start-up Phase .« — Landing Phase —s«—— Deepening Phase —»
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Figure 4 - Timeline of China’s National Big Data Strategy

® \Warm-up phase: In March 2014, the term “big data” was written
into the government work report for the first time. The policy
environment for the development of big data in China started to
warm up. Starting from 2014, "big data" had gradually become a
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focus of attention of governments at all levels and different
communities. The central government started to provide active
support policies and a lightly regulated environment to create
opportunities for the development of big data.

® Start-up phase: On August 31, 2015, the State Council formally
issued the "Outline of Actions to Promote Big Data
Development" (Guo Fa [2015] No. 50), becoming the first
strategic guiding document for the development of big data in
China. It made comprehensive arrangements for the overall
development of big data, reflecting the top-level design and
overall layout of big data development at the national level.

® Landing phase: The release of the Outline of 13th Five-Year
Plan marked the official launch of the national big data strategy,
and it showed how much emphasis the central government had
placed on the big data strategy. In December 2016, MIIT issued
the "Big Data Industry Development Plan (2016-2020)", laying
an important foundation for the development of big data
industry.

® Deepening phase: With the sound and comprehensive
development of big data in China, the national big data strategy
has also entered the deepening stage. In October 2017, the
report of the 19th National Congress of the CPC proposed to
promote the deep integration of big data and the real economy,
pointing out the direction for the future development of big data
industry. In December 2017, the Political Bureau of the CPC
Central Committee conducted a collective study on the
implementation of the national big data strategy. In March 2019,
the government work report mentioned "big data" for the sixth
time, and many tasks in the report were closely related to big
data.

The State Council issued the "Outline of Actions to Promote Big Data
Development" in 2015, which made systematic planning for the
development of big data. Since then, various regions successively
issued planning, action plans, and guiding opinions to promote the



development of big data industry. Up to now, 31 provincial-level
administrative units across China except Hong Kong, Macao and Taiwan
have released relevant documents to promote the development of big
data industry. It can be said that the policy design phase has been
basically completed in various regions and the big data developed has
gradually entered the execution stage. Below we summarize the
representative policies for big data industry of 31 provincial-level
administrative units.

Table 1 - Representative Policies for Big Data Industry of 31 Provincial-Level
Administrative Units

Administrative

. Policies Release Date
Unit

Action Plan of Beijing Municipality for the
Beijing Development of Big Data and Cloud Aug. 3, 2016
Computing

Implementation Opinions of Shanghai

Shanghai Municipality on Big Data Development

Sep. 15, 2016

Regulations of Tianjin Municipality on
Tianjin Promoting the Development and Application of | Dec. 14, 2018
Big Data

Strategic Action Plan of Chongging
Municipality for Innovation-Driven
Development Led by Big Data Intelligence
(2018-2020)

Chongging Aug. 23, 2018

Action Plan of Guangdong Province to

Guangdong Promote Big Data Development (2016-2020)

Apr. 22, 2016

Implementation Plan of Fujian Province for

Promoting Big Data Development (2016-2020) | J4n- 18, 2016

Fujian

Implementation Plan of Zhejiang Province for

Zhejiang Promoting Big Data Development

Feb. 18, 2016

Action Plan of Jiangsu Province for Big Data

Jiangsu Development

Aug. 19, 2016

Implementation Opinions on Promoting Big

Shandong Data Development

May 23, 2017

Three-Year Action Plan for Innovative
Hebei Development of Big Data Industry in Hebei Mar. 22, 2018
Province (2018-2020)

Implementation Plan of Liaoning Province for
Liaoning Using Big Data to Strengthen the Services for | Oct. 19, 2015
and Supervision of Market Entities
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Jilin

Implementation Opinions for Using Big Data to
Strengthen the Services for and Supervision of
Market Entities

May 25, 2016

Heilongjiang

Three-Year Action Plan for Promoting Big Data
Development in Heilongjiang Province

Dec. 11, 2017

Inner Mongolia

Master Plan for Big Data Development in Inner
Mongolia Autonomous Region (2017-2020)

Dec. 28, 2017

Gansu

Special Action Plan of Gansu Province for the
Development of Data and Information Industry

Jun. 3, 2018

Xinjiang

The 13th Five-Year Plan for the Development
of Cloud Computing and Big Data Industry in
Xinjiang Uygur Autonomous Region

Dec. 8, 2016

Yunnan

Guiding Opinions on the Openness and
Development of Big Data in Key Industries and
Fields

Jun. 23, 2017

Guangxi

Action Plan to Promote Big Data Development

May 22, 2017

Guizhou

Opinions on Promoting the Innovation and
Development of Big Data, Cloud Computing,
and Al to Accelerate the Building of Digital
Guizhou

Jun. 21, 2018

Sichuan

Work Plan of Sichuan Province for Promoting
Big Data Development

Jan. 4, 2018

Qinghai

Notice on Printing and Distributing
Implementation Opinions on Promoting the
Development of Cloud Computing and
Cultivating Big Data Industry

Aug. 10, 2015

Ningxia

Regulations on the Development of Big Data
Industry in Ningxia Hui Autonomous Region
(Draft for Comments)

May 5, 2017

Shanxi

Big Data Development Plan of Shanxi
Province (2017-2020)

Mar. 13, 2017

Henan

Three-Year Action Plan for the Development of
Big Data Industry in Henan Province
(2018-2020)

May 9, 2018

Anhui

Implementation Plan for Using Big Data to
Strengthen the Services for and Supervision
of Market Entities

Oct. 30, 2015

Jiangxi

Big Data Development Action Plan of Jiangxi
Province

Jul. 5, 2017

Hunan

Three-Year Action Plan for the Development of
Big Data Industry in Hunan Province
(2019-2021)

Jan. 24, 2019

Hubei

Big Data Development Action Plan of Hubei

Sep. 14, 2016




Province (2016-2020)

Implementation Plan for Demo Projects of Big

Data and Cloud Computing Industry Jun. 17, 2016

Shaanxi

Implementation Plan for Promoting Big Data

Development in Hainan Province Nov. 25, 2016

Hainan

Opinion of the People's Government of Tibet
Autonomous Region on Promoting Cloud
Tibet Computing Applications and Big Data Jul. 10, 2017
Development and Cultivating New Driving
Forces for Economic Development

Source: CAICT

It should be noted that most provinces (autonomous regions and
municipalities) have issued more than one big data related policies. Only
the most important one is listed in the above table. It can be seen that
the big data policies of most provinces (autonomous regions and
municipalities) were released during 2016 and 2017. If you look at the
policies introduced in the past two years, more regions have taken the
new generation of information technologies as a whole and have added
Al and the digital economy to further expand the extension of big data. At
the same time, when promulgating big data policies, in addition to
focusing on the promotion of the big data industry, various regions also
paid more attention to industrial digitization and government services.
This also reflects the integration of big data and industry applications
and the progress in the openness and sharing of government data in
recent years.

2. Local Big Data Authorities Were Successively
Established.

In recent years, some provinces and municipalities have successively
established big data bureaus and other related authorities to take charge
of unified management of big data development, including the big data
industry. Taking provincial big data authorities as an example, starting
from 2014 when Guangdong Province established Guangdong Big Data
Administration, the first of its kind in China, 14 provinces (municipalities
or autonomous regions) had already established specialized big data
authorities as of May 2019.
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The process of setting up provincial big data authorities can be divided
into two phases. The first phase was between February 2014 and the
first half of 2018. In February 2014, Guangdong Province took the lead
in setting up Guangdong Big Data Administration, the first provincial big
data administration in the country. In 2015, Guizhou Province and
Zhejiang Province established Guizhou Big Data Development
Administration and Zhejiang Data Management Center. Guizhou Big
Data Development Administration is the first big data governance
agency directly under the provincial government. In 2017, four
provincial-level big data governance agencies were added, namely the
Big Data Development Administration of Inner Mongolia Autonomous
Region, Chongqing Big Data Development Bureau, Jiangxi Big Data
Center, and Shaanxi Government Data Service Bureau. In June 2018,
Shanghai established Shanghai Big Data Center and Tianjin established
Tianjin Big Data Management Center.

The second phase began in the second half of 2018. According to the
arrangements of the CPC Central Committee, new rounds of
provincial-level institutional reform programs were released successively,
and local governments started to establish or adjust government data
governance agencies in different ways. Specifically, some provinces
(municipalities and autonomous regions) established special big data
management agencies and some provinces (municipalities and
autonomous regions) adjusted the original institutional setup.

Table 2 - Provincial-Level Big Data Authorities’

Administrative | Set-up e Nature of
Units Time Name of the Body Affiliation the Body
General Office Management
Guangdong of the People's or angof
Guangdong 2018 Government Service | Government of og\]/ernment
Data Administration® | Guangdong 9
. department
Province
: Guizhou Big Data People's Organ
Guizhou 2015 Development Government of | directly under

7 Huang Huang, Sun Xuezhi. A Preliminary Study on the Data Governance Institutions of Local Governments in
China: Status and Models [J]. China Administration, 2018 (12): 31-36.

8 Guangdong Province initially established Guangdong Big Data Administration in 2014, which is affiliated to the
Economic and Information Commission of Guangdong Province.




Administration Guizhou the
Province government
General Office Management
Zhejiang Big Data of the People's or angof
Zhejiang 2018 Development Government of 9
S : - government
Administration Zhejiang
. department
Province
Big Data People's
Development Government of (?I:git? under
Inner Mongolia 2017 Administration of Inner Mongolia the y
Inner Mongolia Autonomous overnment
Autonomous Region | Region 9
Chonggqing Big Data Chonggqing Organ
. Application Municipal directly under
Chongaing 2018 Development People's the
Administration® Government government
Shaanxi Government Pe' @ O_rgan
. : Government of | directly under
Shaanxi 2017 Data Service .
B 10 Shaanxi the
ureau :
Province government
Fujian Leading Group | Fujian
Office of Digital Fujian | Provincial (I\)/Ira;]?]g;ment
Fujian 2018 Construction (Fujian Development 9
. government
Big Data and Reform department
Administration) Commission P
People's
Big Data Government of | Organ
: Development Bureau | Guangxi directly under
Guangxi 2018 of Guangxi Zhuang Zhuang the y
Autonomous Region | Autonomous government
Region
People's Organs
Big Data Bureau of Government of | directly under
Shandong 2019 Shandong Province Shandong the
Province government
Beijing Municipal
Bureau of Economy Beijing Organ
and Information Municipal composing
Beijing 2018 Technology (Beijing People's the
Big Data Government government
Administration)
: Anhui Data People's Organ
Anhui 2018 Resources Government of | directly under

9 Chonggqing Municipality initially established Chongqing Big Data Development Administration in 2017, which
is affiliated to the Economic and Information Commission of Chongqing Municipality.
10 Department of Industry and Information Technology of Shaanxi Province added a new nameplate, Shaanxi

Government Data Service Bureau and related functions are mainly undertaken by Shaanxi Big Data Management

and Service Center.
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Administration (Anhui | Anhui Province | the
Provincial government
Government Services
Administration)
General Office
' Management
. of the People's
Henan Big Data organ of
Henan 2018 . ; Government of
Administration government
Henan
Provi department
rovince
Jilin Provincial Oraan
Government Service | People's dirgctl under
Jilin 2018 and Digital Government of y
: > . the
Construction Jilin Province overnment
Administration 9
Big Data (F;i(\)/glremsnent of coorr%\ar;sin
Hainan 2019 Administration of . P 9
; : Hainan the
Hainan Province . ”
Province government

Source: CAICT

Moreover, Shanghai established the Shanghai Big Data Center, Tianjin
established Tianjin Big Data Management Center, and Jiangxi
established Jiangxi Provincial Information Center (Jiangxi Big Data
Center) to assume some of the functions of big data authorities.

Some local governments below the provincial level have also set up
specialized big data management organs accordingly. According to
statistics > from Huang Huang and others, 79 sub-provincial and
prefecture-level cities had established specialized big data management
organs as of October 2018.

According to institutional affiliation, local government big data authorities
can be roughly divided into three categories: Category 1: organs
composing the government. For instance, the nameplate of “Beijing Big
Data Administration” was added to Beijing Municipal Bureau of Economy
and Information Technology (one structure, two nameplates) and it is
affiliated to Beijing Municipal People’s Government and is an organ
comprising of the government. In this case, the big data organ has

11 Big Data Administration of Hainan Province was established by the Hainan Provincial Government in
accordance with the law, but it is not included in the sequence of administrative agencies and will not engaged in
any other affairs outside its statutory duties. It is a statutory agency with independent legal person status.

12 Huang Huang, Sun Xuezhi. A Preliminary Study on the Data Governance Institutions of Local Governments in
China: Status and Models [J] China Administration, 2018 (12): 31-36.




strong administrative functions, and its level of authority and
responsibility is high. Category 2: organs directly under the government.
For example, although the Big Data Development Administration of Inner
Mongolia Autonomous Region is affiliated to the People's Government of
Inner Mongolia Autonomous Region, as an organ directly under the
government, it fulfills more of the related functions of public institutions.
Category 3: management organs of government department. For
example, Guangdong Government Service Data Administration is
affiliated to the General Office of the People's Government of
Guangdong Province and is a subordinate agency of government
department.

According to how they were established, big data authorities of the local
governments can be roughly divided into five categories. Category 1:
They were established based on the local development and reform
commissions. There are many big data authorities in this category, and
the advantage of this model is that they can better assume macro
management of local big data and the related project examination and
approval functions. Category 2: They were established based on
reorganization of related functions of general offices (departments) of
local people’s governments. The advantage of this model is the big data
authorities have rich experience in the informatization of government
system and outstanding advantages in promoting e-government
construction. Category 3: They were established based on the
reorganization of the existing information centers. The advantage of this
type of big data authorities is that they have more direct access to data
resources, which facilitates the overall management of big data
resources in the region. Category 4: They were established based on
local economic and informatization commissions or industry and
information technology offices. Such big data authorities have unique
advantage in promoting the development of big data industry. Category 5:
They were established by adding related functions to the existing
agencies, that is, to add a new nameplate to the existing organizations,
but it is likely for the existing agency to set up several divisions that
undertake big data management functions. The core functions of this
type of big data authorities are still the main functions they undertake in
the existing agencies, which facilitates the connection with the original
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Due to the difference in institutional affiliations and establishment modes,
the institutional responsibilities of local big data authorities vary. Most big
data authorities have included such functions as formulating local big
data strategic plans, but some of the following functions such as
formulation of industry development policies, data resource integration,
data resource opening and sharing, e-government system construction,
information security, and government website construction, may resident
or may not reside in big data authorities.

3. The Level of Big Data Technology Products Continues
to Improve.

From a product perspective, current big data technology products mainly
include basic big data technology products (undertaking data storage
and basic processing functions, including distributed batch processing
platforms, distributed stream processing platforms, distributed
databases, data integration tools, etc.), analytical technology products
(undertaking data analytics and mining functions, including data mining
tools, Bl tools, visualization tools, etc.), and managerial technology
products (undertaking data management functions during integration,
processing, and transfer processes, including data management
platforms, data circulation platform, etc.). China has made some
progress in these areas.

The basic big data technology products are relatively mature in China.
First, there are quite many suppliers. In the early days, there was only a
few large Internet companies and now there are nearly 60 companies
that can provide corresponding products, covering the Internet, finance,
telecommunications, electricity, railways, petrochemicals, military and
other industries. Second, the product functions are becoming more and
more mature. According to the tests conducted by CAICT, the pass rate
of product functions of the distributed batch processing platforms and
distributed stream processing platforms is above 95%. Third, big
breakthroughs are made in large-scale deployment capabilities. For
instance, Alibaba Cloud MaxCompute passed the basic capability test of



the 10,000-node batch processing platform. Huawei GuassDB passed
the basic capability test of the analytical database consisting of 512
physical nodes. Fourth, the awareness of independent R&D has
increased. At present, many basic products are originated from
secondary development of open source products, especially more than
90% of distributed batch processing platforms and stream processing
platforms are developed based on existing open source products.

The big data analytical technology products have developed rapidly in
China, with an obvious trend of personalization and practicality. First,
general data analytics tool products that meet the cross-industry needs
have gradually emerged, such as Baidu's machine learning platform
Jarvis and Alibaba Cloud's machine learning platform PAI. Second, with
the development of deep learning technology, data mining platforms
have evolved from only supporting traditional machine learning
algorithms to adding additional support to deep learning algorithms and
GPU computing acceleration capabilities. Third, the ease of use of data
analytical products has been further improved. Most products have
intuitive visualized interfaces and simple and easy interactive operation
methods.

The big data managerial technology products are still in the early stages
of market development in China. At present, there are more than 20
types of commonly-used big data management software in China.
Although the data management products involve numerous complicated
aspects, they are not very difficult to implement from the technical
perspective. Some open source software, such as Kettle, Sqoop, and
Nifi, provides a development foundation for data integration tools.
According to the test results of CAICT, with reference to the evaluation
criteria for big data management software that includes a complete set of
functions, the conformance of all the products participating in the
evaluation is below 90%. As data asset gets more important, the status
of data management software will become more important. In the future,
new technologies such as machine learning and blockchain will be
combined with data management needs, and there is still much room for
the development of managerial technology products.
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4. Big Data Industry Applications Move Deeper.

In the past few years, the application of big data was mainly in the fields
of Internet, marketing and advertising. As the threshold of big data tools
lowers and the data awareness of enterprises increases, more and more
industries have begun to taste the "sweetness" brought by big data. In
recent years, whether in terms of the number of new companies,
financing scale, or the popularity of applications, big data has gradually
penetrated into  industrial  sectors, government  services,
telecommunications, transportation, finance, medical care, education,
and other industries and their applications have gradually expanded to
the core business functions such as production, logistics, and supply
chain. A large number of typical big data applications have emerged and
the ability of enterprises to apply big data has gradually increased.
Leading companies in the real economy such as power, railways, and
petrochemicals continue to improve the construction of their own big
data platforms, strengthen data governance, and build innovative
capabilities with data as the core driving force. The industry applications
are focusing more on practical benefits. The trend of industry application
moving from “virtual to real” is obvious, and the integration of big data
with the real economy is deepening.

In the telecommunications industry, telecom operators have rich data
resources. In addition to the structured data that exists in business
systems such as BOSS and CRM under the traditional business model,
they also have unstructured data such as text, picture, audio and video
formed by mobile Internet business operations. The data comes from
various services such as mobile and fixed phone calls, wireless Internet
access, wired broadband access, and online and offline business
channels. The customers they serve include individual consumers,
home users, and government and enterprise customers. The three major
operators have moved towards specialized operations in big data
applications since 2019. The telecommunications industry enjoys
obvious competitive edges in the development of big data, because of
the huge amount of data the industry has, the great value of data
applications the industry has seen and the high level of data security the
industry offers. In 2019, the three major operators completed the



construction of the big data platforms at the group level, set up
specialized big data operation department or company, and started new
measures to release data value. Based on their leading network service
capabilities, superior data platform architecture and converged data
application capabilities, and efficient and reliable cloud computing
infrastructure and cloud service capabilities, the telecom operators are
building up the digital ecosystems and striving to accelerate the
monetization of non-telecom services.

In the financial industry, with the increasingly stringent financial
regulation, one of the main application scenarios is the use of financial
big data to regulate industry behaviors and reduce financial risks. Major
financial institutions had a solid foundation of IT applications and they
started data governance early, therefore, data governance is relative
mature in the financial industry.

In terms of Internet marketing, with the continuous expansion of the
number of social networking users, the focus of future big data
applications in this area will be the “digital marketing” applications, using
social media big data for word-of-mouth analysis, user opinions
collection & analysis, brand marketing, and marketing. E-commerce data
directly reflects the spending habits of users, and has high application
value. With the peaking of mobile Internet traffic and the decline of
advertisers' marketing budgets, how to use big data technologies to help
companies reach their target users more efficiently has become the
industry's most passionate topic. The concepts of "offline big data" and
"new retail" are becoming increasingly popular. But loopholes exist in the
protection of personal information. As a result, the compliance issue has
become a central issue concerning the development of this industry.

In terms of industrial sectors, industrial big data refers to the sum of data
generated in the industrial field in the production process, including R&D,
design, production, sales, transportation, and after-sales. There are
mainly three types of sources of industrial big data. First, production and
operation data, which is mainly stored in the IT systems of enterprises
covering traditional industrial design and manufacturing software,
customer relationship management (CRM), supply chain management
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(SCM), and product life cycle management (PLM), among other. Second,
equipment loT data, which mainly includes real-time operation data of
industrial production equipment and target products as well as data
related to equipment and product operation status under the 10T
operating mode. Third, external related data, which mainly covers
corporate external data in relation to the products and production
activities of industrial entities. Equipment fault prediction, energy
consumption management, intelligent production scheduling, inventory
management, and supply chain collaboration have been the main
directions of industrial big data applications. As industrial big data gets
more mature, the value extraction of industrial big data has gradually
deepened. At present, various industrial enterprises have embarked on
data asset management (DAM) for the entire data life cycle, have
gradually increased the maturity of industrial big data, and have
deepened the value extraction of industrial big data.

In the energy industry, the Big Data Center of State Grid was officially
established in May 2019. The center aims to break through data barriers,
activate data value, develop the digital economy, achieve unified
operation of data asset, and promote the efficient use of data resources.
This is an institutional innovation in the traditional energy industry to
embrace big data applications.

In terms of health and medical care, medical big data has become a hot
topic for big data applications in 2019. The Administrative Measures
for National Health and Medical Big Data Standards, Security and
Service promulgated by the National Health Commission of China (NHC)
in July 2018 provided a blueprint for the development of big data
services in the health industry. Electronic health records, personalized
diagnosis and treatment, medical knowledge graph, clinical decision
support system, and R&D of drugs and devices have become hot spots
in the industry.

In addition to the above industries, big data applications in education,
culture, and tourism are also developing rapidly. Big data is widely used
across a wide range of industries and is penetrating into all aspects of
our economy and society.



I\VV. Data Assetization Is Advancing Steadily.

At the Fourth Plenary Session of the 19th CPC Central Committee, the
Central Committee publicly proposed for the first time "the mechanism to
allow production factors such as labor, capital, land, knowledge,
technology, management expertise, and data to participate in the
distribution according to their contributions". This is the first time that the
Central Committee publicly put forward the idea of allowing the data, as
a production factor, to participate in the distribution according to its
contribution. This reflects that as the digital transformation of economic
activities accelerates, the multiplying effect of data on improving
production efficiency has become prominent and data has become a
new production factors with the most contemporary characteristics®3.

1. Data: From Resources to Assets

The concept of "data asset" has evolved from the concept of information
resources and data resources!®. The concept of information resources
was produced in the context of the rapid development of computer
science in the 1970s. Information was considered as resources as
equally important as human resources, material resources, financial
resources and natural resources. The efficient and economical
management of information resources in an organization was very
necessary. The concept of data resources was born in the 1990s with
the digital transformation of governments and enterprises. Data
resources were the resources formed by meaningful data gathered to a
certain scale. The concept of data asset emerged in the context of the
rise of big data technologies in the early 21st century, and became
popular with the development of data management, data applications,
and the digital economy.

CAICT released the "White Paper on Data Asset Management
Practices" in 2017, which defines "data asset" as "data resources that
are recorded in a certain way, owned or controlled by an enterprise, and
can bring future economic benefits to the enterprise". This concept

13 Liu He, "Insist on and Improve the Basic Socialist Economic System", 2019.11.
14 Ye Yazhen, Liu Guohua, Zhu Yangyong, "Overview of Data Asset Related Concepts", 2019.11.
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emphasizes the asset nature of the data, that is, “it is expected to
generate economic benefits for the enterprise”.

The conceptual boundaries of data asset in enterprises keep expanding
with changes in data management technologies. In the early stage of the
file system, data was stored on disks in the form of "files". Data access
and long-term storage was initially realized. Data asset mainly referred
to these stored "files". In the subsequent stage, database and data
warehouse emerged and data asset mainly referred to structured data,
including business data and various types of analysis reports and tables.
Data is used to support business operations and high-level
decision-making. In the big data stage, with the application of distributed
storage, distributed computing, and multiple Al technologies, in addition
to structured data, other data is also included in the category of data
asset, and the boundaries of data asset have expanded to massive tag
libraries and enterprise-level knowledge graphs, documents, pictures,
videos and more.

2. The Theoretical Systems of DAM Are Still Developing.

The concept of data management was born with the use of
random-access memory and database technologies in the 1980s so that
the data in computer systems could be easily accessed and stored. After
40 years of development, there are mainly three schools of thought on
the theoretical systems of data management, which is presented by the
Data Management Association (DAMA), IBM, and Data Governance
Institute (DGI) as shown in the following table.

Table 3 - Comparison of Data Management Frameworks

Name Connotation Main Views

A set of business functions
that plan, control, and
DAMA Data | provide data asset,

Management inCIUding p|anS, p0||C|eS,

Framework | Programs, projects,
processes, methods, and

procedures for developing,
executing, and monitoring

Management activities are tasks
performed by the organization,
and environmental elements are
the basis for the normal
execution of management
activities. The matching of the
two determines the success of




data to control, protect, data management.
deliver, and increase the

value of data asset The framework is

comprehensive and more
oriented to knowledge summary
and lacks executable steps.

The model identifies four
The ability of an functional domains from the

IBM Data N : . .
G organization to manage its | perspective of executability,
overnance | . . . :
information knowledge and | specifies the ultimate purpose of
Model .
answer questions data management and has
certain executability.
The framework stablishes
A collection of initiatives that | Standard processes, reduces
DGI Data include decision rights and | COSts, and ensures process
Governance | control of transparency.
Framework | information-related The framework is clear, and

processes establishes the purpose,
subject, and code of conduct.

Source: CAICT

However, the above three theoretical systems are the products before
the big data era. Their perspectives were still centered on managing
data as information and meeting regulatory requirements and the
purpose of enterprise assessment. They haven’t considered the data
from the dimension of releasing its value.

In the context of data assetization, DAM is one step further than data
management and can be regarded as an "upgraded version" of data
management. The main differences are shown in the following three
aspects. First, management perspectives are different. Data
management mainly focuses on how to solve the loss caused by bad
data, while DAM focuses on how to use data asset to generate value for
the enterprise. Data value management is performed based on the cost
and benefits of data asset. Second, management functions are different.
The functions of traditional data management include data standard
management, data quality management, metadata management, master
data management, data model management, data security management,
etc., while DAM, in light of different application scenarios and the
construction of big data platforms, has added such features as data
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value management and data sharing management. Third, organizational
structures are different. Under the influence of the concept from "data
resource management to DAM", the corresponding organizational
structure and management system also need to adapt. A more
professional management team and a more detailed management
system are required to ensure the flow, security and effectiveness of
DAM.

3. Various Industries Have Actively Applied DAM.

The application of DAM in various industries generally goes through
three to four stages. Initially, DAM was mainly aimed at solving the
accuracy of statements, reports and business analysis and was
achieved by establishing data warehouses. Subsequently, the purpose
of DAM was data governance. The management extended from the
analysis domain to the production domain, and data standard
management and data quality management were realized in the
database. With the development of big data technologies, corporate data
was gradually aggregated into big data platforms and supporting tools
such as data collection, computing, processing, and analysis started to
develop and metadata management, data sharing, data security
protection, and other mechanisms were gradually established.
Innovative data applications were explored. At present, DAM in many
industries has entered the stage of data asset operation. Data has
become the core production factor. It is not only to satisfy various needs
for business innovations within the enterprise, but also to gradually
become a product that can serve customers outside of the enterprise.
The enterprises are also actively conducting data management
capability assessments by using such tools as data
management capability maturity assessment model (DCMM) to improve
their DAM capabilities.

Finance, telecommunications and other industries started construction of
data warehouses from 2000 to 2010, gradually expanded the scope of
data governance to the production domain, and established a relatively
complete data governance system. After the introduction of big data
platforms after 2010, the data of enterprises was aggregated and the



technology was migrating towards data lake. As internal data
applications developed to maturity, many companies started to explore
the model of offering data services for external customers. The four
major state-owned banks have separately established a tier-1
department (management information department or data management
department) in charge of data asset management (DAM) and application,
supervision data submission and reporting, and data cooperation with
external parties. The data management work of other banks is mostly
carried out by the technology department, and partly by the business
department. The Guidelines on Data Governance of Banking Financial
Institutions (the “Guidelines”) issued by China Banking and Insurance
Regulatory Commission (“CBIRC”) in 2018 has strengthened the work
on data governance and DAM in the banking industry. The three major
telecom operators have all established the data center division under the
IT department, to unify the building of data capabilities. In recent years,
in addition to satisfying internal data applications, they have also actively
expanded outwards. Both China Telecom and China Unicom have
established specialized data services companies to serve external
customers through open platforms and data products.

Energy, industrial sectors and other industries started late in data
governance, and most of the enterprises in these industries started
construction of data warehouses after 2010. China Southern Power Grid
has gone through four stages: standardization, integrated application,
data quality improvement, and construction of DAM system. At present,
it has developed wide-ranging system frameworks and systems of
technical tools. State Grid established a big data team many years ago
to do internal research of big data products. It built up a unified data
application center, and developed a large number of power big data
applications. In May 2019, State Grid created a professional big data
center to develop data Zhong Tai (Middle-Platform) capabilities
connecting the data at the provincial level and at the HQ level, with the
focus on the ubiquitous power IoT. It is in the process of building a more
comprehensive DAM system. According to a joint survey® conducted by
CAICT and the Alliance of Industrial Internet (All), the implementation of

15 "Investigation Report on the Status of Data Asset Management of Industrial Enterprises in 2018", AII/CAICT,
December 2018.
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DAM among industrial enterprises is not very optimistic. The DAM is still
in the initial planning stage for more than half of industrial enterprises,
and nearly half of industrial enterprises haven’t set up any specialized
DAM unit.

4. DAM Tools Are Flourishing.

DAM tools are an important means for the landing of DAM. Due to the
lack of open source software in the big data technology stack, there is no
reference template for the technical development of DAM. Tool
developers often design tools from the DAM practices and projects.
Different enterprises have different DAM needs, which result in the great
variety of DAM tools. The market of DAM tools is flourishing.

DAM tools can be a collection of multiple tools integrated on the data
management platform in a modular form. Gartner, a world’s leading
research and advisory company, has released the magic quadrants® for
metadata management solutions, for data quality tools, and for analytics
and business intelligence platforms for three consecutive years. It has
summarized the core functions of various tools, and proposed targeted
solutions to challenges faced by enterprises in DAM. As one type of tool
can only perform a certain task of DAM, suppliers often provide services
in the form of a portfolio of DAM tools. The data management platform,
as an integrated platform for DAM tools, has various tools embedded in
the platform in a modular manner. The full-process and
multi-dimensional data management is realized through the interlinking
of each module.

Metadata management tools, data standard management tools, and
data quality management tools are the core of DAM tools, and data
value tools are a powerful guarantee for data assetization. According to
the results of the tests on data management platforms conducted by
CAICT, all the data management platforms have metadata management
tools, data standard management tools and data quality management
tools. These tools can help effectively manage data and improve data
availability through some key activities such as data tracking and

16 Refers to a graphical description of market conditions at a specific time.



recording, data standardization, and data audit. At the same time, less
than 20% of the data management platforms have master data
management tools and data model management tools. The master data
management mostly provides services in the form of solutions, and data
model management is mostly implemented in metadata management or
implemented as an independent tool during the design phase of
database or data warehouse. More than 80% of data value tools provide
data services by directly offering data sources. Other data service
modes include data source combination, data visualization, and data
algorithm models. More than 95% of the data value tools can
dynamically display the distribution, applications, storage and
computation of data, but less than 10% of the data value tools can
quantify the data value and provide data value-added solutions.

In the future, DAM tools will be more intelligent and agile and increase
the value of data through self-service analytics. Gartner released a
report on the analytics and Bl software market in 2019, showing that the
market grew by 11.7% in 2018, while modern Bl platforms and data
science platforms based on self-service analytics increased by 23.3%
and 19.0%, respectively. With the increase of data volume and data
application scenarios, the relationship between data becomes more
complicated, and hard-to-detect bad data is also hidden in the data lake.
Intelligent exploration and analysis of the relationships between
structured data and between unstructured data will save huge manpower.
The ability to quickly detect and process bad data will also greatly
improve data availability. When the data trading market is not yet mature,
expanding the scope of data users and improving the ability of data
users to tap data value will be the best way to maximize the value of
data.

The DAM framework proposed by the Data Management Association
(DAMA) and China Academy of Information and Communication
Technology (CAICT), and foreign advanced data management tools
have become the main reference basis for the development of domestic
DAM tools. According to the results of the tests and surveys conducted
by CAICT, there are more than 30 commercialized domestic DAM
products, one-third of which are covered by the tests of CAICT. Due to
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the strong R&D capabilities and DAM needs of the financial,
telecommunications, and Internet industries, the tests of CAICT also
included some self-produced DAM products for their internal use.

5. Data Assetization Faces Many Challenges.

At present, the key issues that plague data assetization include the
difficulty in determining data ownership, difficulty in determining the
value of data, and the immaturity of data trading market.

(1) Difficulty in Determining Data Ownership

Clearly defining data ownership is a prerequisite for data assetization?!’,
but at present there are many disputes on the subject of data rights and
the distribution of power.

Data rights are different from traditional property rights. One of the
important characteristics of property rights is that the owner has direct
control of the property, but data rights have different controlling
subjects!® across the entire life cycle of the data. At the data generation
stage, some data is controlled by data providers, and some by data
collectors from the beginning (such as WeChat chat content,
e-commerce spending data, and logistics data); at the data processing
stage, it is controlled by various data subjects. Raw data is only the
foundation of the big data industry, and its value is far smaller than the
value generated by the value-added data represented by the aggregate
data.

Therefore, legal experts tend to separate the ownership of data, that is,
not to discuss the overall data rights, but to explore from the dimensions
of management rights, use rights, and ownership. Since data is not
legally attributed to asset at present, data ownership, use rights,
management rights, trading rights and other rights have not been fully
recognized and clearly defined by relevant laws. Data, unlike trademarks
and patents, does not yet have clear channels for rights application or

17 Chen Yi, "Research on Property Management Practices and Policies of Big Data Trading in China", Journal of
Modern Information, 2019.
18 Please refer to: http://www.sohu.com/a/203070639 655070



clear ways for rights protection. There is no complete legal protection
system for the legal rights of data.

(2) Difficult in Determining the Value of Data

The factors affecting the value of data asset are mainly three dimensions:
quality, application and risk!®. Quality is the basis for determining the
value of data asset. A reasonable assessment of the quality level of data
can lead to an accurate prediction of the application value of data.
Application is the way in which data asset generates value. Data, only
when combined with application scenarios, can produce economic value.
Risks refers to the legal, moral and other constraints.

Table 4 - Factors Influencing the Value of Data

Main

dimension Key Points

Authenticity: indicates the degree of authenticity of the
data;

Integrity: indicates the completeness of the data versus all
relevant indicators of recorded object;

Accuracy: indicates the accuracy of recorded data;

Data cost: When the data trading market is not active,
there is no clear way to calculate the value of the data. The
seller will first consider the cost of obtaining the data when
selling the data;

Security: indicates the ability to prevent data from being
stolen or destroyed.

Scarcity: indicates the extent to which the data asset
owner has exclusive data;

Timeliness: decides whether the decisions made based on
the data are valid for a specific time;

Multi-dimension: indicates the diversity of data coverage;
Scenario economics: refers to the different economic
values of data in different application scenarios.

Legal restrictions: Under the circumstances that the law
has not clearly stipulated data rights, what data must not
be traded, and what data can be traded after legal design?
These issues not only limit data trading but also affect the
value of data asset;

Moral constraints: some data transactions involve moral
risks to certain extent.

Quality
Dimension

Application
Dimension

Risk
Dimension

Source: CAICT

19 "Data Asset Valuation and Industry Practice", Deloitte China, Alibaba Group, October 2019.
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At present, the commonly used data asset valuation approaches are: the
cost approach, the income approach and the market method. From the
perspective of asset replacement, the cost approach focuses on the
degree of correlation between the value of the asset and the cost
required to reacquire or build the asset. The income approach is based
on the expected application scenario. It uses the discount of economic
earnings the data asset will produce in the future to project the earning
capacity of the data asset once put into use. According to different
methods of measuring the economic benefits of intangible assets, the
income approach can be divided into the Relief from Royalty Method,
the Multi-Period Excess Earnings Method and the Incremental Income
Method. The market approach is based on the transaction prices of the
same or similar assets in comparable market cases. Adjustments are
made to different factors to reflect the market value of data asset.

There are many factors to be considered in assessing the value of data
asset. The level of data quality, different application scenarios, and
specific legal and ethical constraints all affect the value of data asset.
Although there are data asset valuation methods from different
dimensions, there are different problems in practical application, and
their applicability is limited. To build a mature data asset evaluation
system, it is also necessary to use existing methods as a basic
framework to further explore adaptation methods in specific fields and
for specific cases.

(3) Immaturity of Data Trading Market

Since 2014, a number of data trading platforms have appeared in China,
and local governments have also established data trading agencies,
including Guiyang Big Data Exchange, the Yangtze River Big Data
Trading Center, and Shanghai Data Exchange Corp. At the same time,
leading Internet companies are also actively exploring new data
circulation mechanisms, providing data services such as industry insight,
marketing support, public opinion analysis, engine recommendation, API
data market, and offering corresponding solutions for different industries.

However, due to constraints on data ownership and data valuation, as
well as the missing of data trading policies and regulations, the current



domestic data trading market, despite its rich data service modes, still
faces many challenges in development, which hinder the process of
assetization. It is mainly reflected in the following two aspects. First, the
market lacks a trust mechanism. Technical service providers, data
providers, and data transaction intermediaries may privately cache,
share and trade data. It is very common that data-using companies keep,
copy, or even resell data privately without following the requirements in
the agreement. The major data trading platforms in China have not
formed a unified trading process, and even some trading platforms do
not even have complete data transaction specifications, making data
trading highly risky. Second, a data trading ecosystem with benign
interactions is missing. The collection, transmission, and aggregation
activities involved in data trading are becoming more frequent.
Correspondingly, a series of security issues in relation to personal
privacy and trade secrets have become increasingly prominent. There is
an urgent need to establish a data trading ecosystem that covers the
whole process of data production and circulation and the whole life cycle
management of data, with the participation of multiple stakeholders
including regulatory agencies and social organizations, and with the
coordinated development of multiple factors including laws, regulations
and technical standards.
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V. Data Security Compliance Requirements Become More
Stringent.

Since 2019, there have been many incidents related to big data security
compliance. On September 6, Hangzhou Scorpion Data Technology Co.,
Ltd., a big data risk control platform located in Hangzhou, was controlled
by the police, the executives were taken away, and related services were
temporarily disabled ° . On the same day, the executive of
Shanghai Xinyan Al Technology Co., Ltd, which provides big data risk
control services, was taken away to assist in the investigation. Starting
with the investigation of the two platforms, a number of executives in
credit reference industry were taken away for investigation by the police
within a week. The market speculated whether it was related to the
crawler business. For a while, the issue of big data security compliance,
especially the protection of personal information, once again became a
hot topic in the industry.

1. Data-Related Laws and Regulations Are Getting More
Stringent and Standardized.

As data compliance policies around the world are getting increasingly
tightened, China's data laws and regulations have become increasingly
strict and standardized.

At present, China's big data legislation has a comprehensive framework
with personal information protection as the core, including basic laws,
judicial interpretations, departmental rules, and administrative
regulations. Some general laws also cover the protection of personal
information.

Table 5 - China's Big Data-Related Legislations

Lt_agal Major Laws Related to Big Data

Hierarchy

Basic Law "Cybersecurity Law of the People's Republic of China”, “Decision of
the Standing Committee of the National People's Congress on

20 Publicly available information from the online news.




Strengthening Online Information Protection", Among others.

Judicial

The “Interpretation on Several Issues Concerning the Application of
Law in Handling Criminal Cases Involving Infringement of Citizens'
Personal Information”, the “Provisions of the Supreme People’s

Interpretations | Court on Several Issues Concerning the Application of Law in

the Trial of Cases of Civil Disputes over the Use of Information
Networks to Infringe Personal Rights and Interests”, among others.

Departmental
Rules

The "Provisions on the Protection of Personal Information of
Telecommunications and Internet Users", the "Notice of the
People's Bank of China Regarding the Effective Protection of
Personal Financial Information by Financial Institutions", among
others.

Administrative
Regulations

Regulation on the Administration of Credit Investigation Industry,
among others.

General Laws

There are also relevant provisions concerning the protection of
personal information in general laws such as the General Principles
of Civil Law, Criminal Law Amendment (1X), the Tort Liability Law,
the Law on Protection of Consumer Rights and Interests, and the
Anti-Terrorism Law.

Source: CAICT

Since 2019,

the legislative process on data security has significantly

accelerated. The Cyberspace Administration of China (CAC) has issued
the drafts of four administrative measures on data security for comments.
Among them, the "Provisions on Online Protection of Children’s
Personal Information" has been officially promulgated and will be

implemented

on October 1. The formulation of a series of administrative

regulations has attracted strong public attention to data security.

Table 6 - Legislative Process of Data Security Related Laws and Regulations in 2019

Time Main Contents

CAC released Cybersecurity Review Measures (Draft for

May 24 Comments)

May 28 CAC released the Data Security Administrative Measures (Draft for
Comments)
CAC released the "Provisions on Online Protection of Children’s

May 31 Personal Information" (Draft for Comments)
(It was officially promulgated on August 23 and will be implemented
on October 1.)
CAC released the Security Assessment

June 13 Measures for Cross-Border Transfer of Personal Information (Draft
for Comments)

Source: CAICT
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However, it is no doubt that from the perspective of the legal and
regulatory system, China's data security laws and regulations are still
incomplete and there are many problems such as the lack of
comprehensive and unified laws, the lack of interpretations of legal
details, and insufficient coordination between protection and
development. In 2018, there are two draft laws with “mature conditions
and planned to be submitted for review during the term of office” in the
legislative plan of the Standing Committee of the 13th National People's
Congress - the Personal Information Protection Law and the Data
Security Law. The era of comprehensive legislations on personal
information and data protection is coming.

2. Data Security Technologies Facilitate the Landing of Big
Data Compliance Requirements.

The concept of data security derives from the concept of traditional
information security. In traditional information security, data is the
content while information system is the carrier. Data security is the focus
of the entire information security. The main content of information
security is to ensure the confidentiality, integrity and availability of data
through security technologies. From the perspective of the data life cycle,
data security technologies cover sensitive data identification and
detection, data classification, staging and labeling, and data quality
monitoring at the data collection stage; data encryption and data backup
and disaster recovery at the data storage stage; data masking?!, Secure
Multi-Party Computation (SMC) 22, federated learning?® at the data
storage stage; full-copy data destruction at the data deletion phase;
users, roles and permissions management, data transmission
verification and encryption, and data activity monitoring and auditing
throughout the data life cycle.

At present, China's data security laws and regulations focus on the
protection of personal information, and the compliance of the big data
industry will certainly take this as its core. Among the current data

21 Refers to the process of masking sensitive data through masking rules to achieve protection for sensitive data.
22 Refers to a technology to compute a public function with each party's private input such that in the end only the
evaluation result is known and the private inputs are not exposed.

23 Refers to the technologies used by multiple institutions to perform data use and machine learning modeling
while meeting user privacy protection requirements.



security technologies, there are many technologies aimed at the
protection of sensitive data in processing and use, such as data masking,
SMC, federated learning, and so on.

The Data Security Administrative Measures (Draft for Comments) clearly
requires that the provision and storage of personal information should be
anonymized, and data masking technology is an effective way to achieve
data anonymization. The application of static data masking (SDM)
technology can ensure that the data is released to the public without
involving sensitive information and that it is possible to perform normal
mining and analysis without changing the characteristics of the sensitive
data set in the development and testing environment. The application of
dynamic data masking (DDM) technology can ensure the ability to return
data requests in real time while eliminating the risk of leaking sensitive
data.

Technologies such as SMC and federated learning can ensure that the
computing tasks are completed and the correct computing results are
obtained without the actual data of any party being exposed to other
parties in the collaborative computing. The application of these
technologies, on the one hand, can effectively protect sensitive data and
personal privacy data from being leaked and on the other hand can
complete data analysis, data mining, machine learning, and other tasks
that were originally required to be performed.

The above technologies are currently the most mainstream data security
protection technologies, and they are also the most conducive to the
landing of big data security compliance. Each of these technologies has
their own technical implementation approaches, application scenarios,
technical advantages, and existing problems. The specific comparison is
as follows:

Table 7 - Comparison of Main Privacy and Data Protection Technologies

Technolo Secure Multi-Party
Tvpe oy Data Masking Computation
yp (SMC)

Federated
Learning
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Implementation

Encryption,
masking,
k-anonymity,
I-diversity, etc.

Homomorphic
encryption, secret
sharing, oblivious
transfer, garbled
circuit

BAINE . R
RICREES =

Homomorphic
encryption,
garbled circuits,
trusted computing
environments, etc.

Classification

Static data masking,
dynamic data
masking

Secure two-party
computation, secure
N-party
computation, etc.

Horizontal federated
learning, vertical
federated learning
and federated
transfer learning

Numerical
External data computing,
Application services, data aggregation , :
Scenarios development, data operations, SQL Machine leaming
mining, etc. queries, machine
learning, etc.
Wide a'ppllca)tlon High degree of
scenarios, high 5 ) .
) privacy protection, High degree of
. computing ; .
Technical L . no loss of data privacy protection
efficiency, diverse & & .
Advantages ) . availability, and wide | and no loss of data
implementation application availabilt
methods, and partial PP . y
- scenarios
data availability
Sensitive data Loss of
identification, data computational Loss of
Problems masking degree, performance, computational
and data availability | customized performance, limited
need to be application available scenarios
balanced. scenarios

Source: CAICT

There are multiple technical implementation methods for the above
technologies. Different implementation methods may achieve different
levels of protection for private data. Different application scenarios also
have different requirements for the protection and availability of private
data. As the main technology to help the landing of big data security
compliance, users should choose the appropriate privacy protection
technology and appropriate implementation method according to the
specific application scenario in actual application. However, due to the
existence of a diversity of implementation methods and the difference in



productized function points, it is very difficult for a technical user to
choose the appropriate protection technologies. Standardizing the
corresponding privacy protection technologies can effectively deal with
this situation?4.

With the continuous development of the big data industry in the future,
laws and regulations related to personal information and data security
will continue to be introduced. In terms of corporate compliance, the
application of standardized data security technologies is a very effective
means for compliance. With the improvement of public awareness on
data security and the continuous advances of technologies, data security
technologies will gradually see a trend of standardization. Developing
relevant product technical standards with reference to relevant laws and
regulations, applying data security technology products that meet the
corresponding technical standards and ensuring the legal compliance of
the use of sensitive data and personal privacy data will become a major
trend of compliance landing in the big data industry in the future.

3. The Framework of Data Security Standards and
Specifications Continues to Improve.

Compared with laws and regulations and standards for data security
technologies, standards and specifications also play an irreplaceable
role in big data security protection.

The "Information Security Technology - Personal Information Security
Specification" (the “Specification”) is an important recommended
standard in the field of personal information protection. The Specification
combines the internationally accepted personal information and privacy
protection concepts, and proposes the seven principles: "consistency
between rights and responsibilities, clear purpose, opt-in consent,
minimization, transparency, security, and subject engagement". |t
provided the enterprises with more detailed guideline on how to improve
the internal personal information protection system and rules of practical
operations. On June 25, 2019, the revised standard (draft for comments)
was formally released.

24 Please refer to: "White Paper on Key Technologies of Data Circulation", CAICT, 2017.
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A series of national standards focusing on data security have been
released in recent years, including the "Security Capability
Requirements for Big Data Services” (GB/T 35274-2017), "Big Data
Security Management Guide" (G/T 37973-2019), "Data Security
Capability Maturity Model" (GB/T 37988-2019), " Security Requirements
for Data Trading Services" (GB/T 37932-2019), among others. These
standards have played an important guiding role in the field of data
security in China.

The series of "Trusted Data Services" specifications, which was
introduced by TC601 (the Big Data Standards Technology Promotion
Committee of the China Communications Standards Association) has
extended the protection of personal information to comprehensive
compliance of corporate data. According to the different roles and
identities of data providers and data distribution platforms, these
specifications have provided recommendations for corporate data
compliance in terms of management processes and content. They have
also enumerated management requirements and recommendations on
platform management, management of circulation participants,
circulated products management, and circulation process management
when the data circulation platform provides data circulation services, as
well as the requirements on service capabilities and service quality in
such fields as data product management and data product supply
management. The series of specifications was released in June 2019.



VI. Big Data Development Outlook

The Fourth Plenary Session of the 19" CPC Central Committee
proposed that data, just like other production factors such as labor,
capital, land, knowledge, technology, and management expertise, could
participate in the distribution. This shows that data is becoming more
and more important in the operation of the economy, and data is having
a fundamental, comprehensive and revolutionary impact on economic
development, social life and national governance.

On the technology side, we are still in the early stages of the "big data
explosion". The further development of 5G and the Industrial Internet will
create a "deluge of data", which will bring greater challenges to the
storage, analysis, and management of big data and drive big data
technologies up to a new level. The integration of hardware and software,
and the convergence of data and intelligence will drive big data
technologies to expand towards the direction of heterogeneous
multi-mode, ultra-large capacity, and ultra-low latency.

In terms of applications, big data industry applications are extending
from the consumer end to the production side, and from the descriptive
and diagnostic applications to the predictive and prescriptive
applications. At present, the Internet industry has entered the "DT era".
In the next few years, with the completion of local government big data
platforms and large enterprise data middle platforms (Zhong Tai), the
application of big data in the fields of government affairs, people's
livelihood and the real economy will be uplifted to a new level.

From the perspective of governance, with the continuous improvement
of the national legal system for data security, data governance in various
industries will also advance further. The chaos in data collection, use,
and sharing will be curbed, the security management of data will become
the bottom line of compliance by all trades and industries. The
compliance of data circulation and applications will be greatly improved,
and a healthy and sustainable big data development environment will
gradually take shape.

However, China's big data development also faces many challenges.
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For example, the home-grown development of big data technologies and
products is not strong; the level of data openness and sharing is still low,
the data flow across departments and industries is still impeded, and
valuable public information resources and commercial data are not fully
circulated; data security management is still weak, and personal
information protection faces new threats and new risks. This requires big
data practitioners to put more effort into the research of big data theory,
technology R&D, industry applications, security protection and other
aspects.

New era, new opportunities. We have also seen that the development of
big data is much more closely integrated with the next-generation
information technologies such as 5G, Al, and blockchain. What's worth
mentioning is the blockchain technology. On the one hand, blockchain
can, to a certain extent, solve the "congenital diseases" of the big data
industry such as difficulty in determining data rights, serious data silos,
and data monopoly; on the other hand, big data technologies such as
privacy computing technology can in turn promote the improvement of
blockchain technology. With the support of the new generation of
information technologies, China's digital economy is developing in the
direction of better mutual trust, better sharing, and better balance, and
the "production relationship” of data is being further reshaped.

2020 is approaching. The "Thirteenth Five-Year Plan" will come to a
successful conclusion and the "14th Five-Year Plan" is waving hands
towards us. We look forward to standing at a new historical starting point.
The new generation of information technologies represented by big data
will make greater contributions to building China into a strong
manufacturing power, a strong cyber power and a strong digital power.
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