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Ї Ὴ֥ҟḦ Ї2018שׂ
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҅ɻῊ Ὴ֥ҟ ‟ 

Ѓ҅Є Ὴ ꜘ  

Ҫ Ὴ Їשׂ ɻװ ∆ɻ

ԋ ∆ Ї Ὴ֥ҟ Їꜘ ꜠

Ὴ֥ҟ ɼ 

1Љ ₴ Ὴ  ת

ҿ ʃ ʄҲŅꜘ ῗ

Ὴņ Ї ɻ ₴ ԋ Ὴ ɼ

Ї ԓ201812 ʃḦ

ʄЖÆ ԓ20191 ῇԋʃ Ὴ

ʄЇ ⸗῎ ꜘ ῇЇװ

Ⱶɼ Ї20194 Ї ᴰ

ῇʃ ʄЇ Ὴ֥ ꜙ Ї

ҿ ” Ὴ ᶱ Ж20196 Ї ᴭ

ԋʃ Ὴ ʄЇ

ᶱ ‼Ї⌐ ӵⱵ ꜠ Ὴ ɼ 

2Љװ ∆ ꜠ Ὴ ᵲ 

װ ∆ ᶳ Ὴ ᵲ꜡Ⱶ Ὴ֥ҟ Ї

װ2018 ∆ Ὴ֥ҟ₴ 50ֽ ᾣ1Ї ԓῊ ᾨ

ᵣɼ҅ ⸗ Ὴᴰ ɼװ ∆ 201811

 
1 ̔ ȇ̆ץ ↓ Ḇⱴ ῃ ᵬȈ̆ 2019.1.30 
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20192 ῪЇ Ӄ⸗ԋ Ὴғ ᴰ ɻ

Ὴ ᴰɻ Ὴ ᴰ үғ Ὴ ⅓ ῗ

ᴰ ɼԑ Ὴ Ⱶ ₴ɼ20194 Їװ ∆ ғ

Ḫ Ḫ ᴰ ꜙ ᵲЇװ ∆ Ὴᴗҟ

ғ Ὴ ɼ5 ЇҲ ҡ Ӄ⸗ԋ 22

Ņ װ ∆ņ ЇḌ װ ∆ Ὴᴗҟғ ɻ֥

ҟ ғ ᵲɼ6 Їװ ∆ ֥ҟ ғװ ∆

қ Їװ ∆ ҿ Ҳ ᶱ

Ὴ֥ҟ ɼҎ Ὴ ῇɼ2018װ ∆

Ὴ√∕ᴗҟΐ ԋ 10.33ֽ ᾣ Ї

22%2Ї װ₴ ∆ Ὴ֥ҟ

Ⱶɼ20191 Їװ ∆ғ ᵲᴯᵊῗ Ї ҿ

1.65ֽ Ї ԓ ָ

Ὴ√∕ᴗҟɼ 

3Љ ꜘ Ὴ Ⱶ  

ꜘ ԋ Ὴ Ⱶ Їװ

ᵩ Ὴ Ⱶɼ̔ ꜠ Ὴ Ⱶ ↔ɼ20193 Ї

6350Ҍ ᾣЇ 26ү 160ᵯ ᴗҟɻ

∕ Ҳ ᴗҟɻ װ Ὴ Їΐ

ῊҘҟⅎ Їꜘ Ὴ֥ҟ ɼ ↔Ӏ

 
2 ̔Start-UpNation Central 
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Ὺ Е Ὺ Ὴ Ї Ὴ ⱵЖ

ɻᴗҟɻ ῗ Ὴ ᵆ Ї ɻ

ᶡⅎ Ж ɻ ɻ ɻ ҟ Ї ᶉ

Ὴ Ж ┼ ΐ ɼԑ

Ὴ ɼ ᴰԓ20193 ԋʃ

Ὴ ʄЇ ₴ԋ Ὴ ↔ЇḌ

֥ ɻ ꜙ ҅ Ὴ ‼Їҿ

Ί ԝ ᵲ Ὴ֥ ᶱḈ⌐ɼҎ ῗ

Ὴ ӥɼ20194 Ї Ӄ⸗ԋש ҿŅ ņ

Ὴ ӥЇ ԋ ɻ ῒ 23ү

ᴗҟ 1200 ῊҘ ғЇ ӥ  Ԑ

Ὴ ᵲЇ ῊԐᴌ Ⱶɼ 

ЃԑЄῊ Ὴ֥ҟ  

2018Ὴ Ὴ֥ҟ └ 1119.88ֽ ᾣЇ 2019

1216.68ֽ ᾣ3ɼה ҏ Ї2018Ὴ Ὴ֥ҟ

ҿ11.3%Ї∕Ґ װ2016 ɼ2014-2019 Ὴ

Ὴ֥ҟ 1 ɼ 

 
3 ̔Gartner̆Information Security and Risk Management̆Worldwidĕ2017-2023 
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ЕGartner 

 1  2014-2019 Ὴ Ὴ֥ҟ  

ⅎ Ї Ὴ Ὴ ᴓ

ЇῚ ד ҿ ֘ ɼῚҲЇװ ɻꜘ ҿӀ

2018 Ὴ ҿ 500.1ֽ ᾣЇ 2017

10.45%Ж Ὴ ҿ44.66%Ї 2017 ԋ

3.37ү ⅎ ɼװ ɻ ɻ ῒ ҿӀ Ὴ

ҿ293.62ֽ ᾣЇ 2017 13.84%Ї ֘

Ὴ ҅Ж Ὴ ᶡҿ 26.22%Ї 2017

ҏ ɼ ɻ ⌐֘ ֘ Ὴ֥ҟ ҿ245.81

ֽ ᾣЇ 2017 11.54%ЇῊ ҿ21.95%ɼҲҡɻҡ ɻ

҆ Ὶל Ὴ֥ҟ ҿ80.35ֽ ᾣЇῊ ҿ

7.18%ɼ2018Ὴ Ὴ֥ҟ ⅎ ‟ 2 ɼ 
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ЕҲ Ḫ Ḫ Ѓ ԓ Gartner Є 

 2  2018 Ὴ Ὴ֥ҟ ⅎ ‟ 

ЃҎЄ Ὴ ⅎ Ҳ  

GartnerЇ ԓ ֥ ⌡ ꜘῇЇ2018

Ὴ ꜙ ғ Ὴ֥ ῏ ⅎ ԓ֒֒ⅎɼῚҲЇ

Ὴ Ὴ ꜙ ҿ 591ֽ ᾣЇ 2017 12.11%ɼ

Ὴ ꜙЃMSS4Єɻ Ὴ ꜙ ᴓ ⅎ⌡ҿЕ18.21%

36.58%Ї 3 ɼ 

 

ЕҲ Ḫ Ḫ Ѓ ԓ Gartner Є 

 3  2018Ὴ Ὴ ꜙ ᴓ ‟ 

 
4 MSSP̔ Managed Security Services̆ ῃ Ⱶ 
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Ὴ ꜙ └107.63ֽ ᾣЇ 2017

6.69%5ɼῚҲЇ89% ῇ ԓ ꜙЇ11% ῇ

ԓ ꜙɼ ꜙ Ὴ ῗ/ ɻῇ᷾ ɻ

ɻ ɼ ꜙӀ Ҙҟ Ὴ ɻIaaS6

SaaS7 Ὴ ɻOT8 IoT9 Ὴ ɼ2018Ї

Ҙҟ Ὴ └ 6ֽ ᾣЇ 2017 20%ɼ

Ὴ ꜙ └216.16ֽ ᾣЇ 2017 13.5%10ɼ

ɻ ɻ ɻ ɻ ⅎ⌡28.56ֽװɻ21.58ֽɻ

20.64ֽɻ15.48ֽɻ11.25ֽ ╦֒ɼAT&T11 AlienVault12ɻ

Verizon13 Niddel14 ProtectWise15Ї Ὴ ꜙ

ɼ 

2018Ὴ Ὴ֥ └528.88ֽ ᾣЇ 2017

10.38%ɼ ᴓ Ҏ ᶳ Ḧ ɻ

Ὴ ɻ ᴓ ɼ Ḧ ֥ ᴗҟ ɻ Ὴ

ᴌ ῗɻWeb16 ῗɻ ῊԐᴌ ЃSIEM17Єɻ ᴌ Ї

 
5 ̔Gartner̆Market Share Analysis: Managed Security Services, Worldwide, 2018 
6 IaaS̔Infrastructure as a Servicĕ Ⱶ 
7 SaaS̔Software as a Servicĕ ᴆ Ⱶ 
8 OT̔ Operational Technology̆  
9 IoT̔Internet of Things̆  
10 ̔Gartner̆Market Share Analysis: Security Consulting Services, Worldwide, 2018 
11 AT&T̔ Ὲ ̆ ԍ1877̆ ḤῈ  
12 AlienVault̔ ∆⇔ᴑҙ̆ ῃῈ  
13 Verizon̔ Ḥ̆ ԍ2000̆ ḤῈ  
14 Niddel̔∆⇔ᴑҙ̆ ῃῈ  
15 ProtectWise̔ ԍ2013̆ ᴆ ῃ∆⇔ᴑҙ 
16 Web̔World Wide Web̆ῃ  
17 SIEM̔security information and event management̆ ῃԊᴆ  
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ҿ138.22ֽ ᾣЇ ҿ26.13%ɼ Ὴ Ӏ

ῇ᷾ ֥ ЃIPS18ЄЇ ҿ120.80ֽ ᾣЇ ҿ

22.84%ɼ ᴓ ֥ ┼ɻ ᴓ Ї

ҿ90.15ֽ ᾣЇ ҿ17.04%Ї 4 ɼ 

 
ЕҲ Ḫ Ḫ Ѓ ԓ Gartner Є 

 4  2018Ὴ Ὴ֥ ᴓ ‟ 

Ї ╦Ҏ Ὴ֥ ⌡ Ԝ Ὴש

ЃCASB19Єɻ Ὴװ ῊɼῚҲЇԜ Ὴש ֥

└60.47%Ї ԓᴗҟҏԜ Ԝ ῊԐᴌ ᾩЇ

ҿ ɻ Ԝ ꜙ ЇԜ Ὴש ҿ ᵒ

Ņ ņ ֥ ɼ Ὴ֥ └17.46%Ї

GDPR20 Ҫ ꜠ᴗҟ ꜘ ɻת

֥ ɼ Ὴ֥ └13.34%Ї ꜠ Е ꜠

⸗῎ Ὴ װ Ὴ ҏ ɼ 

 
18 IPS̔Intrusion Prevention System̆῀᷅  
19 CASB̔Cloud Access Security Broker̆Ԑ ῃף  
20 GDPR̔General Data Protection Regulation̆ Ḡ ᶛ 
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Ѓ Єҏ Ὴᴗҟ שׂ ᵩ  

1Љᴗҟҟ ҩ ⅎ  שׂ

Ї2018ҏ Ὴᴗҟ Ḧ Їשׂ

ɼ CheckPoint21ɻSymantec22ɻPalo Alto Networks23ɻ

Trend Micro24 Ὺ 10῝ Ὴᴗҟ ҿ16.52ֽ

ᾣЇ 2017 12.67%Ї 2017 Ґ ɼ

ῚҲЇProofpoint25ɻSplunk26ɻCyberArk27 ⅎ⌡ҿ 39.14%ɻ

37.73%ɻ31.14%Ї SymantecɻCheckPointɻTrend Micro

ᵤ ɼ2016-2018 Ӏ ҏ Ὴᴗҟ ‟ 5

ɼ 

 

ЕҲ Ḫ Ḫ Ѓ ԓҏ ᴗҟ Є 

 5  2016-2018 Ӏ ҏ Ὴᴗҟ ‟ 

 
21 CheckPoint̔ ᵝԍץ ↓ ̆ ῃ ‗ ᶫ  
22 Symantec̔ ᾥ̆ῃ Ḥ ῃ ‗ ᶫ  
23 Palo Alto Networks̔ ̆⇔ ԍ2005 
24 Trend Micro̔ ל ̆ ῃ ᴆ Ⱶ ᶫ  
25 Proofpoint̔ ̆ ῃῈ  
26 Splunk̔ ԍ2003̆ῃ Ὲ  
27 CyberArk̔ ᾥ̆ ῃ ᴆῈ  
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‰⌐ Їҏ Ὴᴗҟ Ԛ ɼ2018Ї

10῝ Ὴᴗҟ ‰⌐ ҿ0.65ֽ ᾣЇ ԓ2017

҅ Ґ ɼ ῇ ɻ ⅎ ↔ װ

Ԏ ꜠ Ї ꜘԋҏ ᴗҟ ⱵЇSplunkɻPalo 

Alto NetworksɻSophos28 ᴗҟ‰⌐ ɼ2016-2018 Ӏ ҏ

Ὴᴗҟ‰⌐ ‟ 6 ɼ 

 

ЕҲ Ḫ Ḫ Ѓ ԓҏ ᴗҟ Є 

 6  2016-2018 Ӏ ҏ Ὴᴗҟ‰⌐ ‟ 

ῇ Ї2018ҏ Ὴᴗҟ ῇ Ї

ῇ ᶡḦ ᵣɼ10 ῝ Ὴᴗҟ ῇ

ҿ18.28%ɼῚҲSymantecῇ ᵤЇᵜדḦ 9ֽ

ᾣ ᵣЇ Ὶל ЖSplunkῇ ꜘԋ46.89%4.38ֽ

ᾣЇᵣ∆ ԑЖPalo Alto Networksῇ ԋ15.34%4.01

 
28 Sophos̔ ᶏ̆ITῃҍḠ Ὲ  
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ֽ ᾣЇᵣ∆ ҎЖῚᵯᴗҟ 2ֽ ᾣɼ201810῝

Ὴᴗҟ ῇ ᶡҿ 20.15%Ї

ῇ ҿᴗҟ ᾨ ɻḦ ɼ2016-

2018 Ӏ ҏ Ὴᴗҟ ῇ ‟ 7 ɼ 

 

ЕҲ Ḫ Ḫ Ѓ ԓҏ ᴗҟ Є 

 7  2016-2018 Ӏ ҏ Ὴᴗҟ ῇ ‟29 

2Љ Ὴᴗҟҏ ᴦḦ  

Ғ Ὴ Ї20186 20195 Ї ҏ 4

Ὴᴗҟ ҏ ɼ ЇCrowdstrike30ɻPalantir31 Ping 

Identity32Ӥ ↔ԓ2019ҏ ɼ20186 20195

ῊᴗҟIPO‟ 1 ɼ 

 

 
29 ̔Trend Micro  
30 Crowdstrike̔ ԍ2011̆ ῃῈ  
31 Palantir̔ ԍ2004̆ ᵝԍ  
32 Ping Identity̔ ԍ2002̆ ᴍ ⱵῈ  
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 1  2018 6 2019 5 Ὴᴗҟ IPO ‟ 

ҏ  ᴗҟ   
︠  

Ѓֽ ᾣЄ 

2019.04 Tufin Ὴ  1.08 

2018.10 SolarWinds IT  3.75 

2018.07 Tenable  2.51 

2018.06 Avast  7.65 

ЕҲ Ḫ Ḫ ῎  

Tufin∕ ԓ2005Ї ᵣԓװ ∆ Ї∕ ָῡCEO 

Ruvi KitovCTO Reuven HarrisonCheck Pointᴑ ɼTufin

Ⱶԓ Ὴ Ї ԓ ɻ Ԝɻ῎ΐԜɻ

Ԝ Ғ ᶱ Ὴ ↔ ɼ2018ЇTufin

ҟ ῇ 8500Ҍ ᾣЇ 2017 31.7Ѐɼ ╦TufinῊ

2000 Ї 50ᴗҟɼ 

SolarWinds∕ ԓ 1999Ї ᵣԓ ᾫ Ї

ԓ 2009ҏ Ї ԓ 2015 Ї2018ῴ ҏ ɼ

SolarWindsԓ ɻ Ї

ᴌ Ὴɻ ɻ ɻ 10ᵯ

ᴗҟɼ2018ЇSolarWindsҟ ῇ 8.83ֽ ᾣЇ 2017

14.43%ɼ 

TenableRenaud DeraisonɻRon GulaJack Huffard∕ ԓ2002

Ї ᵣԓ ᴼ ֘ɼTenableԓ 2012 In-Q-tel 

5000Ҍ ᾣ A Ї ԓ 2015 Insight Venture 
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Partners33 Accel34 2.5ֽ ᾣB ɼTenableᵲҿ

ᴌ Nessus Ї ∕ԋ ЇῚ֥ ᾩ

ЃCyber ExposureЄ ₵ ᵆ ɼ2018

ЇTenableҟ ῇ 2.67ֽ ᾣЇ 2017 42.4%ЇῊ

27000ɼ 

AvastPavel Baudiġ and Eduard Kuļera∕ ԓ1988Ї ᵣ

ԓ ᾫ ɼAvastװ ᴌ Ї ╦Ӏ ҟꜙ

֥ ɻ Ὴ ῗɻ Ὴ ꜙ ɼAvast ԓ 13װ2016

ֽ ᾣ ԋ ԓ ᾫ AVG Technologies35Ї2018ᴼ

║֢ ҏ ɼ2018ЇAvastҟ ῇ 8.08ֽ ᾣЇ 2017

24%ЇῚ֥ Ὴ 4.35ֽɼ 

Ѓ֒Є Ὴ ꜠  

1Љ Ї֢  

2018Ї Ὴ֥ҟ ꜠ └408Ї 2017

Ґ 4.95%Ї Їᵜד ԓ ᵣ Ж֢ ҿ64

ֽ ᾣЇ ԋ16.36%Ї 8 ɼ 

 

 

 

 
33 Insight Venture Partners̔ ᵝԍ ̆ Ὲ  
34 Accel̔ ᵝԍ ⱴ ̆ Ὲ  
35 AVG Technologies̔ ᵝԍ ῌ̆ ῃ ᴆ  
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ЕMomentum Cyber 

 8  2010-2018 Ὴ√∕ᴗҟ  שׂ

ה Ї ғ ɻ ᴓ ғ ┼ɻ

Ὴ ꜠ 10%Ї ⅎ⌡ └53ɻ

49ɻ45ɼה ⅎ Ї2018ΐ 142 ᴗҟᵣԓ

ᶕ Ї֢ ҿ 5ֽ ᾣЖ ԓA ᴗҟ 85Ї֢

ҿ 7ֽ ᾣЖ 60ᴗҟ ԓB Ї֢ ҿ14ֽ ᾣЖ

ᵣԓ C+ 103Ї֢ ҿ 35ֽ ᾣɼ2018Ὴ

Ὴ ⅎ ‟ 9 ɼ 

 
ЕMomentum Cyber 

 9 2018 Ὴ Ὴ ⅎ ‟ 
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2Љ ῴ∕ Ї  

Ғ Ὴ Ї2018 Ὴ֥ҟ ꜠ ῴ∕

Ї └184Ї 2017 ԋ6 Ж֢ ҿ157ֽ ᾣЇ

2017 Ї 10 ɼ 

 

ЕMomentum Cyber 

 10 2010-2018Ὴ Ὴ ꜠  שׂ

ה ֢ Ї̔ ︠῎ ᶳ Ὴ ꜠Ҳ

Їᶡ Thoma Bravo36װ 16ֽ ᾣ Ὴ

Barracuda Networks37 Ї 21ֽװ ᾣɻ5.25ֽ ᾣɻ9.5ֽ

ᾣ Imperva38ɻLogRhythm39ɻVeracode40Ҏ ῊᴗҟЖԑ

ITᴗҟ ֢ ꜠ ⅎ ῊЇɟ IBM41340ֽװ ᾣ

Redhat42ɻBroadcom43189ֽװ ᾣ CA Technologies44ɻGeneral 

 
36 Thoma Bravo̔ ᵝԍ ̆ תּ Ὲ  
37 Barracuda Networks̔ ̆ ԍ2002̆ ᵝԍ  
38 Imperva̔ ᵝԍ ̆ ῃ Ⱶ  
39 LogRhythm̔ ԍ2003̆ ᵝԍ  
40 Veracode̔ ԍ2006̆ ῃῈ  
41 IBM̔International Business Machines Corporation̆ ҙ Ὲ  
42 Redhat̔ Ὲ ̆ ‗ ᶫ ̆ ᵝԍ ≠  
43 Broadcom̔ Ὲ ̆ Ḥȁ ᵣῈ  
44 CA Technologies̔ ԍ1976̆ ᵝԍ  
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Dynamics4568ֽװ ᾣ CSRA Inc46 ЇҎ IT

ꜙᴗҟ ῊҟꜙЖҎ Ὴᴗҟ Ⱶ Ї

ᶡ Cisco47 Duo Security48 Ḫᴑ ῊЇSplunkPhantom 

Cyber49 Ὴ ꜠ ғ ⱵЇPalo Alto Networks 

Evident.io50 Ԝ ꜙ Ὴ Ⱶɼ2018ẅ ῗ ῝

Ὴ ꜠ 2 ɼ 

 2  2018 ẅ ῗ Ὴ ꜠51 

    
 

Ѓֽ ᾣЄ 

2018.1 ThreatMetrix Relx Group ᴓ  8.17 

2018.2 PhishMe 
BlackRock and 

Pamplona Capital 
₵ 4 

2018.2 
Phantom 

Cyber 
Splunk 

Ὴ ꜠

ЃSOAR52Є 

3.5 

2018.6 SimpliSafe 
Hellman & 

Friedman 
Ὴ 10 

2018.7 Syntel Atos Ὴ 35.7 

2018.8 Duo Security Cisco Ḫᴑ 23.5 

2018.8 InfoArmor Allstate  5.25 

2018.10 Imperva Thoma Bravo Ὴ 21 

2018.11 Cylance Blackberry 
ԓ AI53

Ὴ 
14 

2018.11 Veracode Thoma Bravo Ὴ 9.5 

ЕҲ Ḫ Ḫ ῎  

 
45 General Dynamics̔ ꜚⱬ̆ ᴑҙ  
46 CSRA Inc̔ ᵝԍ ֒ ᾥ ̆Ḥ &IT ᴑҙ 
47 Cisco̔ ̆ ‗ ᶫ  
48 Duo Security̔ ᵝԍ ̆ᴑҙ ꜚ ῃῈ  
49 Phantom Cyber̔ ᵝԍ ⱴ ̆ ῃ ꜚ Ὲ  
50 Evident.io̔ ԍ2013̆Ὲ῍Ԑ ῃ ⱵῈ  
51 ̔ Ҭ ҹ֜ ֜  
52 SOAR̔Security Orchestration and Automation Response, ῃ ꜚ ҍ  
53 AI̔ Artificial Intelligencĕֲ  
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ה ⅎ Ї ᴓ ғ ┼ɻ Ὴ ғ Ὴ

ҿԋ 2018 ɼῚҲЇ ᴓ ғ ┼ ΐ

32 ꜠Ї 2017 25 ꜘԋ28%ɼᵊ Ԝ ɻ

ɻ5G54 Ḫש҅ Ї ɻ ɻ

Ї ɻ Ї ꜘԋ Ὴ

Ї ꜠ ᴓ ғ ┼ Ғ ҏ Ї ԋ ɼ

Ὴ ɻ Ὴ ⅎ⌡ 29ɻ24 ꜠Ї҅

ԓGDPR Ї ҅ סּ ɻ ῊԐᴌ

ꜘԋ Ὴ ↔ ɻ ꜙɻ Ὴ ɼ2018

Ὴ Ὴ ⅎ ‟ 11 ɼ 

 

ЕMomentum Cyber
55
 

 11 2018 Ὴ Ὴ ⅎ ‟ 

 

 
54 5G̔Fifth-Generation Mobile Networks̆ ԓף ꜚ Ḥ 
55 Momentum Cyber̔ ῃ Ὲ  
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Ѓ῏Є Ὴָ ‟  

1Љ Ὴָ Ҫ  

2018(ISC)2 Ὴַײ꜠Ⱶ ЇῊ Ὴָ

300ҌɼῚҲЇ֘ Ї └ԋ214ҌЇ

װ 50Ҍ ָ ԑɼ ᴗҟ Ὴָ

Ї63% ָ ҿᴗҟ Ὴָ ‟Ї59%

ָ ҿלᴂ ῎ ָ ҹҲ Ї48%

ָ ҿלᴂ ↔ ҅ Ὺ ꜘ Ὴָ ɼ 

2Љ Ὴָ ῠ Ӄ  

Ғ Ὶ Ὴָ ῠᵩ ɼ̔ Ὴ

Ὴָ ↔ɼ ԓ20195 ῗԓ

Ὴָ ᴣ Їת ₴ Ὴָ

┼ɻ Ņ ņ Ὴ ɻ ᴮ Ὴָ Ņ

ņ ɼԑ Ḍ ῎ Ὴָ ֢ ɼ20193 Ї

₴ʃ Ὴ֢ ʄЇ ҅ү῎

Ὴהҟָ ֢ ↔Ї ɻ

Ὴָ Їװ ῗ

Ὴ ָ ɼҎ ꜘ Ὴָ ῠ Ⱶ ɼ

ЃDNSF56Є ῇñCyberCorpsЕ ꜙ òЃSFSЄ

↔Ї 2018-2019 570Ҍ ᾣ ԓ Ὴ

 
56 NSF̔National Science Foundation̆ ᴪ 
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ָ ῠɼ 

Ҳ ɼ2018Ї ῊҲ

ЃNCSC57Є ԋҩү Ҳ Ї Ὴ

ῠᵲҿ Ї ᶱ ɼ 

ꜘ Ὴ ↔ɼ20183 Ї ꜘ

₴∕ Ὴ ЃInnovation Cybersecurity EcosystemЄ

↔Ї ꜘ Ὴ Ḫ ᵩ ꜡Ї ↔ ҩ

Ὺ 100 Ὴ∕ҟ ᶱ Ї 40√∕ᴗҟɼ 

ԑɻ Ὴ֥ҟ  

Ѓ҅Є֥ҟ ᴮ  

1Љ Ὴ ꜘ ┼  

҅ Ὴ ῗ ↔ ɼʃ Ḫ ʄʃ Ὴ ʄ

∆ῇ Ҏ Ὴ ָ ᴰ ↔Ї ῗ ┼ ᵲ ɼ

20197 Ї ʃҲ ָ ΐ Ѓ

Єʄ Ὴ ָ ῎ Ї ᴰ῎ ɼ Ҳ Ḫ⸗ɻ ҟ

Ḫ ɻ῎ ʃῗ Ḫ ῊḦ ᶡʄ

∆ῇ ꜙ 2019 ↔Ї Ὺ ₴ ɼʃ Ὴ Ḧ

ᶡʄ ԓ20186 ᴰ῎ ɼԑ Ὴ

┼ ꜘ ɼ20195 װ Їʃ Ὴ ⸗ ʄʃ

Ὴ ⸗ ʄʃᾟ үָḪ Ḧ ʄʃ ῗ Ὴ

 
57 NCSC̔National Cyber Security Centre(United Kingdom)̆ ῃҬ  
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⸗ ʄʃүָḪ ₴ Ὴ ᵆ⸗ ʄʃ Ὴ ʄ

┼ ᴰ῎ Ї ῇḷ ɼ2019

7 Ї Ḫ⸗ɻ ɻ ҟ Ḫ ɻ

ʃԜ ꜙ Ὴ ᵆ⸗ ʄЇ Ά ῗɻῗ Ḫ

ᶕ Ԝ ꜙ ₴ Ὴ ɼ 

2Љ ҟ Ῐ Ὴ  

҅ Ⱶɻ ҟԝ ɻ ҟ Ὴ

₴ ɼ20189 Ї ʃῗԓꜘ Ⱶ ҟ

Ὴ ᵲ ʄЇ ₴ꜘ Ὴ ᵣ Ὴ ɻ ῗ Ḫ

ῊḦ ɻ Ὴ שׂ ɻ Ⱶ

16 Ї ԋ Ⱶ ҟא ҅ Ὺ Ὴ ᵲ ɼ

201812Ї ҟ Ḫ ʃ Ѓ Є֥ҟ

꜠ ↔ʄЇ Ņ ɻḦ Ὴņᵲҿ Ї ₴ԋ

Ņ֥ҟ Ὴ ᵩ √ Ї Ὴ ┼ ғ Ὴ ┼

Ї Ὴ ֥ Ї Ὴ √

Ї ῊḦ ꜙ Ⱶ ņ ɼ2019

9 Ї ҟ Ḫ ᴰ Ӣ ʃꜘ ҟԝ Ὴ

ᵲ ʄЇ Ņꜘ ҟԝ ῊḦ ᵩ Ї

ҟԝ Ὴ Ԑ╦ ɻԐҲ Ԑ Ⱶņɼ

ԑ ɻ ɻIPv658 Ῐ Ὴ

 
58 IPv6̔Internet Protocol Version 6̆ԑ 6  
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ҿ ɼ20191 Ї ԝ Ḫ ⸗῎ ʃ Ḫ

ꜙ ʄЇ Ḫ ꜙ ᶱ Ḫ Ὴ ᴑЇ

Ḍ ῗ ꜙằ Ї Ḫ ꜙ Ὴ

Їҿ Ḫ ꜙ ᶱɻᶕ ɻ ᶱ ᶳ ɼ

20194 Ї ҟ Ḫ ʃῗԓ 2019IPv6

Ҙ ꜠ ʄЇ ₴Ņ Ὴ ┼ ᵩ Ї

/WAF
59ɻIDS60/IPS61ɻ4A62

IPv6 Ὴ ņ

∆ ꜘ ῊḦ ɼ20198 ЇҲ ָ ʃ

ЃFinTechЄ ↔Ѓ2019-2021ЄʄЇ ɻԜ ɻ

ָ Ῐ Ὴ װ Ὴ

₴ ɼ 

3Љ Ὴ֥ҟ Ҳ  

҅ ֥ҟҘ ↔ Ї ꜠֥ҟ ɼ2018

9 Ї Ḫ ᵲ ⸗῎ ʃ Ḫ

Ὴ֥ҟ ↔Ѓ2018ð2022ЄʄЇ ₴└2022Ї ҿ

ᾨɻ Ὺ҅ Ḫ Ὴ֥ҟ Ї ԋ֥ҟ Ӣ

ү ῏ Ї ₴ԋ ∆Ḧ ɼ201811

Ї ʃ ꜘ Ὴ֥ҟ Ҏ Ѓ2019ŀ2021

Є ꜠ ↔ʄʃ ꜘ Ὴ֥ҟ ʄЇ

 
59 WAF̔Web Application Firewall̆Web ̆ ῀᷅  
60 IDS̔Intrusion Detection Systems̆῀᷅  
61 IPS̔Intrusion Prevention System̆῀᷅  
62 4A̔Authentication, Authorization,Accounting and Audit̆ ѿ ῃ ‗  
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Ί Ὴ֥ҟᵩ ɼ20196 Їʃ Ὴ

֥ҟ ↔ʄ Ї ↔ ₴└ 2020Їᶳ ֥ҟ ꜠

֪ Ὴ֥ҟ 1000ֽᾣЇ ꜠GDP 3300ֽ

ᾣЇ Ғ ԓ3 ῇ 100ֽᾣ ᴗҟɼ ҟ Ḫ

ɻ ֪ ᴗҟɻ ɻָ

Ὴ֥ҟ ᶱ⅓ ɼԑ ῗ

꜡ Ὴ Ⱶ ֥ҟ ɼ20185 װ Ї

₴ ʃ ῗԓꜘ ֥ҟ ʄʃḌ

ᶡʄЇ יִ Ḧ ῗ Ὴ

∕ Ї ɻ ᴗҟ Ὴ

ῗЇ ᴌ ԍ ɼ20184 Ї

ҏ ʃҏ ҟ ┼ Ḫ Ὴ ꜠ ↔Ѓ2018-2020ЄʄЇ

₴ ɻ ‼ ɻָ ῠ ֢ ᵲ Ḧ Ї

ҟ ┼ Ḫ Ὴ Ⱶɻ Ὴ Ⱶɻ

Ⱶ ֥ҟ Ⱶɼ 

ЃԑЄ ֥ҟ  שׂ

1Љ֥ҟ Ḧ  

Ҳ Ḫ Ḫ Ї2018 Ὴ֥ҟ

└510.92ֽᾣЇ 2017 19.2%Ї 2019 └631.29

ֽᾣЇ 12 ɼ 
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ЕҲ Ḫ Ḫ  

 12 2018 Ὴ֥ҟ ‟ 

2Љהҟᴗҟ  

Ғ Ὴ Ї2018 ΐ Ԑה2898 Ὴҟꜙ ᴗ

ҟЇ ᴗҟ ҿ 217Ї ҿ 8.09%ЇḦ ằ ɼשׂ

ה ⅎ Ї ֪ɻ ҡɻҏ ᶳ ᵣ∆╦ҎЇⅎ⌡ҿ975ɻ366

288ɼ 

 3  Ὴᴗҟ ⅎ ╦  

 ᴗҟ   

֪ 975 33.64% 

ҡ 366 12.63% 

ҏ  288 9.94% 

 167 5.76% 

 139 4.80% 

ҡ 137 4.73% 

 120 4.14% 

 104 3.59% 

 82 2.83% 

 70 2.42% 

ЕҲ Ḫ Ḫ Ὴ֥ҟ  

ЃҎЄ Ὴᴗҟ ᵩ  
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1Љҏ ᴗҟҟ Ḧ  

Їᴗҟ ᵩ ɼ10ҏשׂ

Ὴᴗҟ2018 ҿ15.69ֽᾣЇ 2017 14.18

ֽᾣ ԋ10.69%ɼῚҲЇ Ḫ ԋ30ֽᾣЇ

ᴓ 20ֽᾣɼ2016-2018 ҏ

Ὴᴗҟ ‟ 13 ɼ 

 
ЕҲ Ḫ Ḫ Ѓ ԓҏ ᴗҟ Є 

 13  2016-2018 ҏ Ὴᴗҟ ‟63 

‰⌐ Їᴗҟ‰⌐ ᵩ Їᴥ ד ԓ ɼ

10ҏ Ὴᴗҟ2018 ‰⌐ ҿ2.68ֽᾣЇ 2017

6.67%ɼ2016-2018 ҏ Ὴᴗҟ‰⌐ ‟

14 ɼ 

 
63 ̔ №҉ ᴑҙ ῃҙⱵ ᵞ̆ ῀ᵬҹῖ ᴑҙ№  
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ЕҲ Ḫ Ḫ Ѓ ԓҏ ᴗҟ Є 

 14  2016-2018 ҏ Ὴᴗҟ‰⌐ ‟64 

ῇ Їᴗҟ ꜘ ῇⱵ ɼ2018 Ὺ 10

ҏ Ὴᴗҟ ῇҿ2.67ֽᾣЇ ԓ2017

ԋ25.2%ɼ2016-2018 ҏ Ὴᴗҟ ῇ ‟ 15

ɼ 

 
ЕҲ Ḫ Ḫ Ѓ ԓҏ ᴗҟ Є 

 15  2016-2018 ҏ Ὴᴗҟ ῇ ‟ 

 
64 ̔ №҉ ᴑҙ ῃҙⱵ ᵞ̆ ῀ᵬҹῖ ᴑҙ№  
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2Љ ∕ ҿᴗҟҏ  

╦ ∕ ҏ ҏ Ὴ ῗᴗҟΐ 6 Їⅎ⌡

ҿ Ԝ ɻ Ḫ ɻ ɻ ɻᾩ Ґɻ Ї

4 ɼ 

 4  ∕ ҏ ҏ Ὴᴗҟ 

ᴗҟ Ӏ  ∕  

 
IPv6 ῊɻIoT ῊɻԜ Ὴɻ

Ὴ Ὴ  
2011 

 

Ԝ Ὴɻ ῊɻῪ

Ὴɻ Ὴɻ ⅎ װ

Ὴ ꜙ 

2011 

Ḫ  
Ԝ Ὴɻ Ὴɻ

Ὴɻ Ὴ  
2007 

Ԝ  
Ԝⅎ ɻԜ Ὴɻ ғ

 
2015 

ᾩ Ґ 
Ԝ Ὴɻ Ὴɻ

Ὴɻ Ỵ Ὴɻ Ὴ 
2014 

 
Ḫ Ὴɻ Ὴɻ

Ὴɻ Ὴ ꜙ 
2006 

ЕҲ Ḫ Ḫ ῎ Ḫ  

ԓ9 6 ∕ ҏ Ї ҿ ү ∕

ῊᴗҟɼῚ ҟꜙ Ὴ֥ ɻ Ὴ ꜙ Ї Ὴ֥

Ӏ Ὴ ῗ Ὴ ҩ Ї Ὴ ꜙ∑Ӏ ҿ Ὴ֥

ғ Ὴ ꜙЇ IPv6ῊɻIoTῊɻԜ

Ὴɻ Ὴ Ὴ ԋ ɼ ︠

2.98ֽᾣЇ Ὴ ῇ ғ

ɻ Ὴ ғ שׂ ֥ҟ װ Ὴ

Ҳ ғ ɼ 
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ԓ 9 4 ∕ IPOῳ ɼ Ӏ

ᶱҐ҅ש ɻῇ᷾ ɻ ғ ɻ

ɻWeb ֥ Ὴ ꜙЇҟꜙ ɻ ɻҡ

֘ɻҲҡ 50 ү Ї ɻ ֪

Ҳ ɼ ︠ 8.94ֽᾣЇ Ὴ֥

ɻ Ԝ Ὴ֥ ꜙᵩ

ɼ 

3Љ ᴗ Ὴ  

҅ Ҳ Ḫ ֥ҟ ЃCEC65Є ῇ Ḫɼ2019

5 ЇCECғ Ḫ ᵲ Їָװ 37.31ֽᾣ

Ḫ22.59%ᴓЇ ҿ Ḫ ԑ ҡɼ ∕ ɻ

ɻ ᵲЇ ᴗ Ὴ Ҳ ɻ

ש Ὴ Ҳ Ņ҅ ҅ ņ Ὴ Ҳ

ɼԑ Ҳ ῎ ЃCETC66Є ᴓ Ї ҿ

҅ ҡɼ20198 ЇCETCῊ ῎ Ҳ

ᴍ֢ ӵῇ 1.6292%ᴓЇ Ὶ҅ ꜠ָ

Ҳ ɻ 15.4990%ᴓЇ ҿ ҅

ҡɼ Ї ҅ Ὶ Ὴ Ї

Ґᴗҟ ҟꜙ ᴮׂשԝ Ї Ὴ֥ҟ ɼ 

 
65 CEC̔China Electronics Corporation̆Ҭ Ḥ ֟ҙ  
66 CETC̔China Electronics Technology Group Corporation̆Ҭ Ὲ  
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Ѓ Є֥ҟ Ғ ᴮ  

1Љ Ὴ֥ҟ ꜘ  

֪ Ὴ֥ҟ ῇ ɼ20191 Ї

֪ Ὴ֥ҟ ɼ 7330֧Ї

440Ҍ Ї Ὺ ᾨɻқ ҅ Ὴ ɻ ɻ

ᴍẅ֥ҟ Ҳ ɼ ╦Ї 30ᵯ Ὴᴗҟῇ

ɼ 

Ḫ Ὴ֥ҟ ҅ ɼ ֥ҟ 45

ֽᾣЇ ↔ 36Ҍ ЇῚҲ҅ ҿ 8000

ɼ ╦Ї֥ ҟ ԋҲ ᴌ ɻҲ Ḫ ɻ

Ԝ Ὴ ɻ Ҳ ᴰḪ Ὴ֥ҟ Ņ ү ņЇ

Ҳ ɻ Ҳ

ɻ̓́ ֥ Ҳ Ҏү Ҳ װ

Ҳ ɻ Ḧ Ҳ ɻԝ Ҳ Ҏү Ҳ Ж

13 Ὴᴗҟ ῇ Ї ⅎ ᾨ ῳ ⸗

ɼ 

Ὴָ ғ∕ ɼ

20189 Ї 41үЇ ῳᴗҟ75Ї

3262ֽᾣЇ 2000ֽᾣɼ20193 Ї

50ֽᾣ Ὴ ᴰ ӊᴰ ɻ 20ֽᾣ

∕ ᵩ ɼ 
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ҡ װ ᵲҿ Ї Ὴָ ɼҲװ-

Ὴ ֥ҟ ԓ201812 Ї֥ ҟ ꜘ Ҳװ Ὴ

ᵲЇҿ Ὴ֥ҟ Ґ ָ ɼ 

Ḫ Ὴ֥ҟ ɼ20196 Ї360 Ὴ

∕ ֥ҟ ҅ Ї 7000 Ї ᵩ

7 ╦ Ї8 ╦Ὴ ɼ 

Ḫ Ὴ֥ҟ ɼ20184 ЇҲ

Ѓ Є Ḫ Ὴ֥ҟ Ї ╦ 500ֽᾣɼ

꜡ԓ ҅ ҿ ῊɻԜ Ὴ Ῐ֥ҟ ᶱ

Ḧ Ї ꜘ Ὴ֥ҟ ᵲɼ 

2Љ Ὴ ꜠  

҅ Ҳ ԝ ῗ Ὴɻָ ɻŅԝ

+ņɻ ɻԜ ∕ ҟꜙ ɼ20188 1

ЇҲ D Ж20196 28ЇҲ ᵲҿ

ῇ ֪ Ὴ ῎ ɼԑ ∕

Ὴ ɼ Ҙ Ὴ Ὴ֥ҟ Ї 2019

Ї Ҏ ᴗҟЇ 2018ⅎ⌡ ᴈ

ɻ Ὴ ҏ Ҍ 2ֽ ָ ɼ

2018 ᾩ∕ Ԝ 2000Ҍָ ᶕ Ї

∕ Ԝ 1100Ҍ ᾣ Ї ᾣ
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ɼCBC67 ∑ ₉ᵫ Ὴ Ї

Ԝ 2ֽ ᾣָ Ї ԓ2019

ש 3ֽ ᾣָ ɼ 

3Љ ᴰ ꜠ ֥ҟ  

҅ Ὴ ꜙ Ⱶ ɼҲ Ḫᴗҟ ᴰ ῊҘ

ҟ ᴰ Ὴ ꜙ Ⱶ ᵲЇ ╦ 92

Ὴᴗҟ ԋ ᵆɻ ɻ ɻ Ὴ 154ү

Ὴ ꜙ Ⱶ ɼԑ Ὴ╦ ɼ2019Ҳ

Ὴ ᴰ 10ᵯ Ї ≡ Ὴ ɻשׂ

ɻ Їשׂ ɻ┼ ɼ

Ҏ ᴗҟ ɼҲ Ὴ֥ҟ ғҲῗ

ᴰ ᵲЇ ᴰ ᵣ ꜘ Ҏ Ҳḍ Ὴ֥ҟ ᴰ ɻ

RSAC201968ɻTrustech201969 CYBER TECH70 ᴰ ЇῚҲ

RSA201936Ҳ ᴗҟ Ї ꜘԋ38%ɼ 

4Љ Ὴָ ᴣ ꜘ  

҅ Ὴ ɼ20188 ЇŅ ņŀ2018

Ὴ ҟԝ Ὴ Їΐ 3000

ᴣ ɼ12Ї ֒ Ḫ ԝ ҟ Ὴ ”

֪Ӄ Ї ꜘЇ ₴ᴮ үָ165rɻᴮ

 
67 CBC̔China broadband capital̆Ҭ  
68 RSAC2019̔2019 RSA Conferencĕ2019 RSAḤ ῃ ᴪ 
69 Trustech2019̔2019  
70 CYBER TECH̔ҕ ῃ ᴪ 
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55үɼ20196 Ї ῗ Ḫ ӥŅ

2019ò Ї ӥװ ῗ Ḫ

Ὴ Ⱶ ҿӀ Ї ԋ ᵲɼԑ

ꜘ ɼ20194 ЇҲ Ḫ Ҳ ꜠

Ņ Ὴ∕ ņЇḌ Ὴ∕ ɻ֥

Ⱶ Ж7 Ї Ὴ Ņ֥ҟԝ Ὴ ņЇ

ָ ɻ ɻԜ ꜙ ᵲɼҎ Ὴᴰ

꜠ ╦ɼ20189 Ї2018 Ὴ ᴶ

ꜗӃ ЇῚҲЇ Ὴ ᴰ5 ָ 7.5Ҍָ ɼ2019

8 Ї2019֪ Ὴ ᴰ ꜗ Ґ Їᴰ ԋ20rҩ

ɻ400r Ὺ Ὴ 80ᵯ ɼ 

Ѓ֒Є Ὴ ᵲ  

1Љ ֢ ᵲ  

҅ ֢ ᵲ ᵩҒ ҵ ɼ Ҳ ⅎ

Ї ᵩ ɻ ש҅ ꜠ Ḫɻ ҟԝ

ɻָ ɻ ɻ ғḪ Ὴ ᵲɼ360ғ

װ ∆ ԋ ᵲ Ї Ҳװ Ὴ ∕ Ҳ Ї

װ360 ∆ Ὴ֥ҟ Ї Ҳװ Ὴ ∕

֥ҟ ɼԑ ΐ֩ ᵲ ɼҲ ғ

ᵲ Ї Ὴɻ ɻ Ὴ ᵲЇ
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ẅӃ⸗Ҳḍ ῊŅT3ņ ɼ Ḫғװ ∆Cyberbit71

῎ ᵲЇ ᴮׂש ֥ҟ Їҿ

Ὺ ᴗ ┼ Ὴָ ῠ

” ɼҎ ꜠ ɼ ҿ ԋװ ∆

Ὴ῎ HexaTierԓ ᴌ ῎ Toga 

NetworksЇ ῗ Ⱶ ῇ ҿҐ҅ש ᴗҟ Ὴ֥ ɼ 

2Љ Ὺᴗҟ  

Ї Ὺ Ὴᴗҟ┼ ԋ Ὴ

Їꞈ Ⱶ Ὴ ɼ̔ ⅎᴗҟ

ɼ҅ Ї Ї 201812Ї Ḫ

ҿ1.05ֽᾣЇ 2017 76.81%Ж Ḫ

ҿ1.31ֽЇ 2017 7.26%ɼ ҅ Ї Ҳ ꜘ

Ї360 ꜘ⌐ ֘ Ҳ Ї Ḫ ɻ ɻ

∑ ɼԑ Ņ҅ ҅ ņ ҿ ɼ

ғҲ Ḍ ᴰ ᵲ Ї ΐ ꜙԓŅ҅

҅ ῊḦ Жҏ ҿ ɻ Ὺ

֘ ñ̔ ҅ ò ᶱ Ὴ Ж Ḫғ

AG ᵲЇ ΐ ɼҎ

Ὴ ᴰד ɼ2019 RSAᴰҏЇҲ

└ԋ36Ї 2017 ԋ38%ЇῊ ԋ ᴗ

 
71 Cyberbit̔ᵝԍץ ↓̆ ῃῈ  
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ҟ Ԝ Ὴɻ Ὴɻ Ὴɻ Ὴɻ ᴓ ғ

┼ Ὴ ” ɼ 

Ҏɻ ⅎ  

Ѓ҅Є ҟԝ Ὴ ꜘ  

1Љ Е ҟԝ Ὴ֥ ꜙᵩ √  

ҟԝ ɻ ɻԜ ɻ ꜠ԝ ῇ

ЇIT72ғ OT ꜘ Ї ҟᵩ Ї Ὴ

ҟ Ї ҟԝ Ὴ ₲ Ї

Ӑ ɼ ҟԝ Ὴ֥ ғᴶ Ὴ֥ Їᴥ

Ίᵩ ҏΊ ҟ Ї ҟ ɻ

ҟꜙ ֥ ᵤ ɼ ЃOT Є Ї

Ὴ ד Ӏ ɼOT Ὴ OT

IT Ӑ ┼ Ὺ ɻῇ᷾ ɻ ῗ

ᴌ ӎ Ї Ὴғ IT ᵒɼVeracity 

Industrial Networks73 Cerebellum ᴌ ӎ ᶱ

Ὴ ɻ ɻ Ὴ ɻ Ḫ ɻ

ɻ Ὴ ꜗ ɼ Ὺ ҟԝ Ὴ ῗ֥

ЇҲ ҟ Modbus/TCP74ɻPROFINET75ɻ

 
72 IT̔Internet Technology̆ԑ  
73 Veracity Industrial Networks̔ᵝԍ ⱴ≠ ֒ ̆ ҙ ῃῈ  
74 Modbus/TCP̔ѿ ҙץ  
75 PROFINET̔ ԍ ҙץ ꜚ ‰ 
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Siemens S776ɻFINS77 10ᵯ Ї ┼ ɻ

Ὴ ᴶ Ж ꞈ ԓ ҟ ┼

ЃDPI78ЄЇ ñ + ӥò ┼Ї

ת Ж Ὺ

Ḫ Ї Ҳ ҿ ɼ

IT ҟԜ Ї ҟԝ Ὴ ғ שׂ Ⱶ

ҿ ɼשׂ IT ҟԜ OT ҿ Ї

Ӥ ₵ɼ ҟԝ Ὴ שׂ ҅ ԓ

ҟ Ї꜠ ɻ ᵩ Ὴ ⱵЇהῊ Ὴ

⌡ɻ ⅎ ɼCyberbit SCADA Shield

Ὴ֥ ꜠ Ҳ Ї ⌡ Ї ԓ

⌡ ҅ Ҳ ⅎ OT Ї

ה ᶱ שׂ ⱵЖҏ ɻ ῗ ῗ Ї

ҟԝ ɻ ҟԝ ɻᴗҟῪ

Ὴ ‟ ғ Ї ҟ

ԝ Ὴ Ḫשׂ Ї Ὴ ṢɻῊ ᵣ שׂ ⱵЖ360

ҟԝ Ὴ ɻ” ɻ Ҏ

Ὴ Ї ԓ ICS79Ὴ ֥ ɻה IT └ OT

ɻῪ ғ ֢ ⅎ Ї ҏ ꜠

 
76 Siemens S7̔ѿ Ḥ  
77 FINS̔factoryinterface network servicĕ Ὲ Ḥ  
78 DPI̔Deep packet inspection̆  
79 ICS̔Industrial control system̆ ҙ └  
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ꜙ ɼ Ї ҟ ῊԐᴌ ЇҒ Ὴ
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Ї ┼ Ẩ֥Ї ғ Ḫ ҟ Ж2018

Ї ү סּ ᴌ ₵Ї ɻ
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Ї Ὴ ᵆɻ Ὴ ɻ ҟ Ὴָ ᴑꜙ
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2Љ Е ҟԝ Ὴ ῇ  

₵Ԑᴌ ꜘ ҿ ҟᴗ

ҟ Ὴ ɻ ꜠ ҟԝ Ὴ Ⱶ ᶱԋ ɼ̔

ҟԝ Ὴ Ї Ὴ ꜠Ⱶɼ2019

7 Ї ҟ Ḫ ʃῗԓ ꜘ ҟԝ

Ὴ ᵲ ʄЇ ₴Ņꜘ ҟ ֥ɻӀ ɻ

Ὴ ῇ Ї ┼ ɻ ɻ ҟ ᴌ

ῊḦ ņɻŅ ҟԝ ɻ ᵣ ῗ ‼

Ї ҏ ╦ Ὴ ᵆņɻŅ ằῊ ҟ APP ╦

Ὴ ┼Ї Ҳ Ḫ ῊḦ ņ ∆

Їҿ ҟԝ Ὴ Ⱶ ɼԑ װ IT ҿӀ

Ὴ֥ ꜙ װ ҟԝ Ї ҟԝ Ὴד

Ї OT ɼ Gartner Ї2018 Ї10%

װ ֥ҿҲ ᴗҟ ᴶ ῊғҘҟOT Ὴ

Ḧ OT Ї ҅ ᶡ 2022 └ 30%ɼ

Ї ҟԝ Ḧ ֥ ЇIT Ҳ

ᵲ OT Ҳ Ї ᶱ

Ὴ ҟꜙ ҿ ҟԝ Ὴ ɼ

ЇIT Ҳ ֥ װ OT Ҳ

֥ ɻ ֥ɻ ЇIT Ҳ Ὴ Ӥ

Ғ ԓ ҟԝ ҟ Ї ҟ ┼
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Ї ғ OT ֥ɻᾥⅎ ᶕ

ҿ ҟԝ Ὴ ɼҎ ҟ

Ὴ ᴶ ֝ ꜘ ɼָ Ὴ Ї OTָ

Ὴ Ї Ὴ ɼ 

ЃԑЄԜ Ὴ שׂ  

1Љ ЕԜ Ὴ Ḧ ﬞ  

Ԝ ᵲҿḪ ꜙ ∕ Ҳᵩ Ї ꜠ԝ

ɻ ɻָ ᵩ ɼ Їᵊ

Ԝ ЇԜ Ὴ └ ЇԜ Ὴ

ɼ GartnerЇ2018 Ὴ Ԝ Ὴ ᴌ └

58.09ֽ ᾣЇ 2017 18.4%80ЖForrester81 Ї2023Ԝ

Ὴ ₴ 126ֽ ᾣɼ Ὺ Ὴ ꜘ Ⱶ Ї

2019RSAC700 ᴗҟҲЇ 42%ɵ Ԝ Ὴ֥ ”

ɼ 

῎ Ԝ ЇԜ Ὴ ∕ Ї ɻ Ԝ

ɻ Ḧ ד Ԝ Ὴ ɼ Ԝ ᵲ Ḧ

ЃCWPP82Є ЇSymantecCWPP֥ ԓῪ Ԝ

AWS83ɻAzure84 Google85Ԝ Ғ Ԝ Ї ꜠ ɻ

 
80 ̔Gartner̆Forecast: Public Cloud Services, Worldwide, 2017-2023, 2Q19 Update 
81 Forrester̔ Ὲ  
82 CWPP̔Cloud Workload Protection Platform̆Ԑ ᵬ Ḡ  
83 AWS̔Amazon Web Servicĕ֒ Ὲ ҊԐ Ⱶ  
84 Azure̔ Ὲ ҊԐ Ⱶ  
85 Google̔ Ὲ ̆ ԍ1998̆ῃ Ὲ  
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ɻ Ԝ Ḫ ᵲҿ ҏҐ Ḫ ᾥЇ

ש ɻ ᴌḦ ꜗ ЖRadware86

ꜘ ┼ ᴌЇ ꜠ ꜠ ⌡ɻ

῎ ԜҲ ꜘ ꞉ ꜠Ж Ԝ ԓ Ὴ

Ԝҏ Їҿ ᶱ ɻⅎ Ж

RASP87ɻASVE88ɻ ԓ ҿ Ї

ɼ Ԝ Ὴש ЃCASBЄ Ї Ӏ

₴CASB֥ ” Ї ɻNetskope89ɻBitglass90ɻSkyhigh91

Ж ῪCASB ד ԓ Ї Ḫ֥ Ԝ ԓ Ԝ

Ὴ Ḧ Ԝ ῊЇ Ԝ ᴶ Ҳ

ɻ ꜘ Ḧ Ї֥ Ὺ AES92

ɻҲ ‼ SM ЇḦ

ῊЖ ᶕ ӥ ῗ ᴌ

CASBⱵЇ ᶱAES-GCM 256ᵣꜘ ɻ ARM93

CHACHA20 װ ꜘ Ї Ὴ

ҏɼ Ὴ ЇAqua94 Cloud Native Security Platform

֥ ᶱԋ ꜙ Ὴ Ї ԓ

 
86 Radware: ᵝԍץ ↓ ̆ ‗ ᶫ  
87 RASP̔Runtime application self-protection̆ Ḡ  
88 ASVE̔Application security virtual environment̆ ῃ  
89 Netskope̔ ԍ2012̆Ԑ Ⱶ  
90 Bitglass̔ᵝԍ ⱴ≠ ≠֒̆Ԑ ῃ∆⇔Ὲ  
91 Skyhigh̔Ԑ ῃῈ ̆2017 ᾥ (McAfee) 
92 AES̔Advanced Encryption Standard̆ Ҭ ⱴ ‰̆ Rijndaelⱴ  
93 ARM̔ Advanced RISC Machinĕѿ RISC  
94 Aqua̔ ԍ2015̆ Ⱶ ῃῈ  
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CI/CD95 ꜗ ɻ PCI DSS96 ‼

װꜙ Ὶל ῗ Ὴ ⱵЖ ╦ Ὺ Ὴ ד ԓ

ɼ ЃDLP97Є ЇMcAfee98 MVSION 

Cloud֥ ԜҲ Ї ꜠ Ḫ ⅎ Ї

Ḉװ ԜҲ ∩ Ж ᶕ ӥɻ ɻ

ⅎ ⅎ ⅎ Їᶕ ORC99 ᵒ

ἥῪ ⌡Ї ɻԝ ɻ ᴌ

Ḧ ꜗ ɼ 

Ԝ Ї Ԝ ᵲ Ḧ ɻ ῎ Ԝ

֥ Ї Ὺ ԓװԜ Ὴ ҿ Ԝ Ὴ

” ɼԜ Ὴ ᶱ Ὴ ⱵЇ ɻWAFɻ

IDSɻIPSɻ ɻ Ї ҅ Ὴ

Ὴ Ⱶ Ї ᵩ Ὴ ɼ Ḫ ҿ

ᶱ Ԝ ɻԜ ɻԜ Ὴ Ԝ Ὴ֥

ꜙ ᶱ҅ Ԝ Ὴ ” Ж ∑ ɻ ᴌ ӎ

Ὴ Ὴ ⌐ Ὴ Ⱶ ꜠

װ Ԝҏ ɼ Ὺ ⅎԜ Ὴ Ⱶב 6 ɼ 

 
95 CI/CD̔Continuous Integration/Continuous Deployment̆ /  
96 PCI DSS̔Payment Card Industry Data Security Standard̆ ҈ ט ҙ ῃ ‰ 
97 DLP̔Data leakage prevention̆  
98 McAfee̔ ᾥ ̆ ᵝԍ ⱴ ᾥ ̆ ῃ ‗  
99
 ORC̔optical character recognition̆ᾣ ≢ 
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2Љ Е ⌐ғ ꜠Ԝ Ὴ  

Ԝ Ὴ ‼ Ԝ ΐ

Ԝ Ὴ ῴҏ ɼ̔ Ὴ ҅ Ԝ

Ὴ ɼ20195 Ї ‼ʃḪ Ὴ  Ὴ Ḧ

ʄЃŅ Ḧ2.0ņЄ ԓ Ї ‼ ŅԜ

Ὴ ņЇ ҅ ₴Ғ Ԝ Ὴ

Ж7 Ї ԝ Ḫ ⸗῎ ɻ ᴰɻ ҟ

Ḫ ɻ ΐ ʃԜ ꜙ Ὴ ᵆ⸗ ʄЇװ Ά

ῗɻῗ Ḫ ᶕ Ԝ ꜙ Ὴ

ɼԜ Ὴ ‼ ҅ Ї ҅ Ԝ Ԝ

Ὴ Ї ꜠Ԝ Ὴ ɼԑ Ԝ Ὴ

” ɻԜῪҡ Ὴ ҿ ɼ Ԝ װ ᶱ

Ғ ҟꜙ Ὴ ” Ї ᵤᴗҟҏԜ Ї Ԝ

ҟꜙ Ὴ װ Ⱶɼ Ԝ Ї ꜠

Ԝ Ὴ ” ɼ Ԝ ԜҲ

ꜘЇԜῪ ֤ ꜘ◌ЇCWPPɻ ɻ

ҡ ֥ ⅓ɼҎ Ԝ ҅

꜠Ԝ Ὴ ∕ ɼ ЇԜ Ї ɻ

ꜙɻԜ ɻDevOps100 Ῐ ҿԜ Ї

 
100 DevOps̔DevelopmentOperations̆ ѿ ȁ ҍ ̆ ԍḆ ̂

/ᴆ ȁ̃ Ḡ ̂QÃ ӊ ȁ ᵬҍ  
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ῗ Ὴ Ӥ Ӑ֥ Ї ῊɻDevSecOps101 ҿԜ

Ὴ ɼ Ї 5Gɻ ɻ

ЇԜ ҹ Ὴ Їה Ỹ Ԝ Ὴ ɼ 

ЃҎЄ ḪᴑהŅ ņ  

1Љ Е Ḫᴑ Ὴ ꜘ 

ЇŅ Ḫᴑņ ҿ Ὴᴗҟ ῗ ɻ

ɼ2010Ї ῎ Forresterⅎ Ŀ

₴ñ Ḫᴑ òЇ ñ Ғ Ḫò ҏЇ

Ḧ ɻ ┼ Ҫ ┼ɻ

ɼ2018ЇGartner₴Ї Ḫᴑ

Ḫᴑ ᵆЃCARTA102Є ҅ ɼ Ḫᴑװ Ї

ҿ ҅⅓Ї Ғ ᴓЃ ɻ Є ԍ

⌡ Ї Ņ Ḫᴑņ

ɼ Ὺ ᴗҟ ԓ Ḫᴑ Ὴ Ї ԋ

Ї ╦ ԓ ” ᴓ ┼ Ї ԓ

ᴌ ӎ ЃSDP103Єɻ ɼ ᴌ ӎ ₧Ṩ

┼ɻ ɻ Ї ᴶ ɼ

BeyondCorpԓ ɻ ɻ꜠ ┼ ҿ

Ὶ Ḫᴑ Ї ҅ ש Ї

 
101 DevSecOps̔ѿ ῃ DevOps׆̆ ᵈ ̆ ҹ ῃ ҩIT ̂

ȁ ῃ ̃ ҩֲ ᴋ̆ ׆ ⌠ ҩҙⱵ ѿҩ  
102 CARTA̔continuous adaptive risk and trust assessment 
103 SDP̔Software Defined Perimeter̆ ᴆ ӈ  
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Ҳ ɻ ɻ ɻ ҿ Ḫ ῗ

Ḫ Ї⌐ ꜠ ⅎ ┼ Ḫᴑ ↔ⅎЇה

҅ Ὺ ┼Ж Duo SecurityɻTetrationɻ

SD-AccessⱵ Ї ₴ԋ ᵲָ ɻ ᵲ ɻ ᵲ

Ḫᴑ Ὴ ЖCyxtera104 ₴ԋAppGate SDPЇ װ

ᴓҿ ɻ Ḫᴑ ɻҿԜ ἥԜ҅ Ҏ ∑ЖVerizon105 ₴

ԋSDPꜙЇ ӵVidder106῎ ԓSDP PrecisionAccess”

Ї Ḫᴑ ᵩ ЖԜ ԝ ┼ ῗᶳ

∑ Ї ꜠ ┼ɻ ɻ ꜗ Ї

Ὶ SDP ⌐ ꜠ Ї ᴗҟ Ὴ ₴ῇ ɼ

ᵲ ⌡ Ї ҿ

Ґ ᴮ ɼIllumio107 Ὴ װ

ҿ Ї Ї ָ ӥ Ї

ᶱ Ḉ ɼ ꜠ ֥ ԓӀ

ש Ὴ ЇװӀ ᵲҿ ┼Ї

ҡ ɼ Ԝ¥ ֥ ԓԜ

4-7 ᵤ ┼ Ї ᶱ API108Ї ֥ ⌡ɻ

꜠ ɻ ꜠ ɼ 

 
104 Cyxtera̔ ᵝԍ ̆ ῃῈ  
105 Verizon̔ ̆  
106 Vidder̔ ῃῈ  
107 Illumiŏ ԍ2013̆ ῃ∆⇔ᴑҙ 
108 API̔Application Programming Interfacĕ  
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╦Ї Ὺᴗҟ ꜘ Ņ Ḫᴑ ņ Ї

Ḫɻ ɻ ꜠ɻ ɻӢ Ԝ ɻԜ ԝ ɻ ש

ԋ ∆ ɼ Ὺ ⅎ Ḫᴑ Ὴᴗҟ 7 ɼ 

 7  Ὺ ⅎ Ḫᴑ Ὴᴗҟ  

ᴗҟ 

 
/  

 

 

· Ґ҅ש Ὴ ꜙ ⱵҐ Ԝ Ҳ Ӏ ῪЖ 

· OpenStack109ɻVMware Ҳ ᴌ ӎ ῊЖ 

· ᶱ ԓ SDN110 ɻ Ὴ ” ɼ 

Ԝ  

ԝ  

ש҅ · SDP ᶕ ᴗҟ

Ж 

· Ԝ SDP Ҏ ᴌ Е Ԝ SDP Ὴ ɻ Ԝ ῗɻ

Ԝ SDP Ж 

· Ӏ ᴮׂשҿ ɻ ɻ שׂ ɼ 

Ӣ  

Ԝ  

· Ҙ ԓŅԜ ņ ҅ ᴓ Ж 

· ᶕ Docker111 ꜙ Ї OpenID Connect112 ┼Ї

Fido113 10 ɼ 

 

 ש

· UEBA114֥ ғ IAM 115֥ Ї ᴓ ɻҟꜙ ҿⅎ ɻ

꜠ ɻ Ї Ὺ Ḫᴑҟꜙ Ὴ Ж 

· UEBA֥ װ ɼ 

 

꜠ 

· Ⱶԓҿ Ҳ ᶱ ᾨ Ὴ ֥ ꜙЖ 

· ᶕ ש ᶱῡ Ԝ ꜙЖ 

· Ӏ Ⱶ ԓҿ Ҳ ᶱҡ ғ

ɼ 

Ḫ 

װ · ᴓҿ ɻҟꜙ Ὴ ɻ Ḫᴑ ᵆɻ꜠

┼ Ж 

· Ḫ ɻ Ḫ ש ɻ Ḫ APIש ɻ Ḫ ┼

ɻ ᴓⅎ ɻ ᴓ ֥ ᴌ ɼ 

 · Ї Ḧ Ḫ ɼ 

ЕҲ Ḫ Ḫ ῎  

 
109 OpenStack̔ Ԑ  
110 SDN̔Software Defined Network̆ ᴆ ӈ  
111 Docker̔  
112 OpenID Connect̔ ԍ OAuth 2.0  
113 Fido̔Fast Identity Onlinĕ ҉ ᴍ  
114 UEBA̔user and entity behavior analytics̆ ᵣ ҹ№  
115 IAM̔Identity and Access Management̆ ᴍ ≢ҍ  
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ҿ Ḫᴑ Ὴ ᶱԋ Ὴ ɼ
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CB Insights116 Ї2018 2019 6 Їғ Ὴ

ῗ ָ ꜠ 180 ɼװ ⅎ ɻ ӥɻ

ӥɻָ ҿש ָ ғ Ὴ ɼ
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AI ꜠ ꜘ ⅎ ԓ֢ ֥ Ї ԓ√
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ᶱꜘ ⱵЖDarktrace117 ԓ ӥ
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116 CB Insights̔CB Insights̆ῃ ⇔  
117 Darktrace̔⇔ ԍ2013̆ ῃ∆⇔Ὲ  
118 SSL̔Secure Sockets Layer̆ ῃ  
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ָ ɼAgari121 ᴌҟꜙ
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ɻ ῗ ɼ

ҿⅎ Їָ ҿ ⌡ ᾥɼExabeam123

֥ ῊḪ Ԑᴌ ЃSIEMЄ Ї ⅎ ῎

∕ Ї ꜠ ⌡ ᵆЖSecuronix124

Ґ҅ש SIEM ֥ ԓ Hadoop125 ⅎ Ї

ᶱ ɻ ᵩ ҿⅎ ꜗ Ї ָ

₵ Ж UEBA ֥
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ғ ẘ Ж UEBA ” ԓ ᴗҟ
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Ὴ ⱵЇ ɼ Ḧ Їָ ꜡Ⱶ

⌡ Ḧ Ⱶ ɼ֘ ₴ Amazon Macie Analytics ꜙЇ

 
119 SSH̔Secure Shell̆ ῃ  
120 RDP̔Remote Desktop Protocŏ  
121 Agari̔ᵝԍ ⱴ≠ ֒ ̆ ᴆ ḠῈ  
122 Cylance̔⇔ ԍ2012̆ᵝԍ   
123 Exabeam̔⇔ ԍ2013̆ ῃ∆⇔Ὲ  
124 Securonix̔⇔ ԍ2008̆ ῃ№  
125 Hadoop̔ Apacheᴪ №  
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₴ResilientԐᴌ Ї ᶱ ┼ꜗ Ї

꜠ ꜠ Ї Ԑᴌ ЖPalo Alto 

Networks ԓ 2019 2 ԋ Demisto129Ї ԓ 3 ₴ָ

Ὴ CortexЇCortex Ⱶԓ ɻԜ ɻ

Ї ⅎ ɻ Ї

╦ PwC130ɻCritical Start131ɻOn2it132ɻTrustWave133 API

ῇ ᶱ Ὴ ⱵЖ Ḫ AiLPHA

Ὴ ῗ ⅎ Ї ∑ ɻ ɻ ӥ

ⅎ Ї ñAIῊ ò ᴗҟ Ὴ

Ї ꜠ ɼ Ὺᴗҟ ָ

 
126 Neokami̔⇔ ԍ2014̆ᵝԍ  
127 SORA:̔Security Orchestration, Automation and Responsĕ ῃ ҍ ꜚ  
128 IBM̔International Business Machines Corporation̆ ҙ Ὲ ̆ Ὲ ᾥ  
129 Demisto̔⇔ ԍ2015̆ᵝԍ ⱴ≠ ≠֒  
130
 PwC̔ ̆ῃ ᴪ Ὲ ̆ ῃ ҙⱵ ᾢ ᵝ 

131 Critical Start̔⇔ ԍ2012̆ ῃ Ὲ  
132 On2it̔⇔ ԍ2005̆ᵝԍ  
133 TrustWave̔⇔ ԍ2007̆ ῃ Ⱶ ᶫ  
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꜠ 
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134 DGA̔Domain Generation Algorithm̆  
135 URL̔Uniform Resource Locator̆ ѿ ᵝ  
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4 ԓSafeNet Ḧ Ὴ ᴌ ꜙЇ ₴ԋ 5G

Ԝש҅ ₵ Ї Ḧ 5G

⅓ Ҳ ⃰ Ї ה └

 
136 Gelmato̔ ̆ ԍ2006̆ ῃῈ ȁ  
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ԓ5G 5G └ AR142῎ΐ Ὴ ” Ж Ḫғ

ῒ ḪKPN143 ᵲЇ ԓ5G Ὴ ꜠ ” Ї
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137 RAN: Radio Access Network̆ ῀   
138 SGi̔Short Guard interval̆  
139 3GPP̔3rd Generation Partnership Project̆ ף҈ ᵬᴩᵄ ⅞ 
140 SK ̔Sunkyoung Telecommunications̆ ꜚ  
141 LTE̔Long Term Evolution̆ Ḥ 
142 AR̔ Augmented Reality̆  
143 KPN̔Koninklijke PTT Nederland (Royal Dutch Telecom) 
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144 MIoT̔Mobile Internet of Things̆ ꜚ  
145 DDoS̔Distributed denial of service attack̆№ Ⱶ ₯ 
146 CAN̔Controller Area Network̆ └  
147 V2X̔vehicle to everythinğ Ḥ ֜  
148 eMBB̔enhanced Mobile Broadband̆ ꜚ  
149 uRLLC̔Ultra-Reliable and Low Latency Communications̆ᵞ  
150 mMTC̔massive Machine Type Communications̆  
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Ņⅎ Ї ⅎ ņ ᴮ Їש └Ầװ Ⱶ

꜠ ⌡ɼ ҏ װ ῇ Ї

ῇ ɼ 

· ԓԐᴌ  

ԓ Ⱶ Ї Ҳ ῇ Ї ⅎ

ẅЇ Ї ԓ ɼ 

· Ⱶ ת  

Ⱶ ת ЕЃ1Є ЖЃ2Єת

ת ɼ ῇ ∑ Ї װ Ⱶ Ҳ ת ᵲЇ

₴ Ї װ ∑ ɼ └ Ⱶ Ї

ӥ ת Ї ת Ԑᴌɼ ԓ ת

ԐᴌЇ Ї Ї ᾭ

ɼ 

ЃҎЄҲ Е ԓ Ḫ Ὴ ꜙ  

װ Ὴ ꜙ Ї ᵩ ꜙḦ

Ὴ Ї ҟḪ Ὴ ῇⅎ Ї ҟ

┼Ḫ Ὴ ᵲῊ Їװ Ὴ ꜙ ҿ Ї Ὴ ꜙ

Ίɻ Ὴ ꜙ ɻ ɻ ∆ ꜙ ῗ ┼ ‼ҿ҅
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ᵩ ЇῊ ɻ ɻ ɻ ɻ ҅ᵩ ᵩ ᴌ

ᵩḦ ꜙɼ 

1. Ὴ ꜙᵩ  

ꜙᵩ ITSM Ї ITIL/ITSSῪ ‼Ї

Ὴ ꜙ ҲŅ ꜙ ΊņɻŅ ꜙ ņ Ņ ꜙ ņ ɼ 

2. ꜙ  

ꜙ ҟ ┼ Ӏ꜠ ɻ Ї ɻ ҟ

ῗ Ї ῗḪ ⅎ ɼ Ї

┼ └ Ὴ ῊԐᴌ

ɼ └ Ҳ ỴЇ

Ὶלⅎ ɼ ҟ ┼Ḫ ῊŅῊ ɻ ɻⅎ

≡ɻ ɻ שׂ ɻ ɻ ῗ Ὴ ꜙ ņҿ҅ᵩ

ꜙ ЇῊ ҟ ┼ Ḫ ῊŅ ꜠ ɻ Ԑ

ᴌ ɻᴑꜙ Ὴ ņЇҿ ҟ ┼ Ḫ Ὴ

ꜙ ᶱḪ ɻ ɻ ᵩ ꜙḦ ɼ ҟ ┼ Ḫ Ὴ

ꜙ ᵩ 2 ɼ 

 

 2 ҟ ┼ Ḫ Ὴ ꜙ ᵩ  

3. Ὴ ꜙ 

Ӏ ꜙῪ שׂ ꜙɻ ꜙɻ Ὴ ꜙɻ

ꜙ Ὴ ꜙ ῏ ꜙɼ 

Ѓ Є ῘЕ Ґ Ὴ Ҳ  

Ґ Ὴ Ї Ὴ ɻ ῗ ⅎ

ɻҲ Ҳ Ὴ꜠ ɼ 

1. ⅎ Ї └ ɻῊ ɻ שׂ  
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ᵩ Ҏ ⅎ Ї ɻ ⅎ

 

· ⅎ  

ꜗ ᵣЕ Ὴ שׂ ɼᵲҿ Ὴ ɻ ɻ

ᵲҟꜙ Ї Ὴ ɼ ҲḦ

Ὴ Ὴ Ḫ Ї ӥ ῗ ⅎ ҟꜙ Ὴ

שׂ ɼ ҅ Е ᵩ Ὴ שׂ Ж ԑ Е ԓ ᵣ

Ж Ҏ ЕҐ Ḫ ɼ 

·  

ꜗ ᵣЕ ╦ ɼ Ҳ ֥ ┼

ҿ Ԑᴌɻ Ὺ ɻ Ԑᴌɻ Ӏ

ᵲ U ᵲ ῊḪ Ї Ὴ

Ḫ ҅ɻ ɻ ꜗ ɼ 

·  

ꜗ ᵣЕ Ὴ Ḫ ɼ҅ Ї

꜠ ɻӀ Ὺ ɻ U ᵲ Жԑ Ḫ Ї

֥ ɻ ЖҎ Ї Ὴ

ɻ ₵ ɻ ɻ Ὺ ɻῪ ɻ Web

ꜙ Ḫ ɼ 

2. ꜠ ᵩ Ї ɻ ɻ  

ҏ ԋ ԓ ҟ ┼ Ї ԋ Ὴ

ҿ ɻ ҿ ┼ ꜠Ӏש҅ ᵩ Ї ҟ

┼ ԓ ҟԝ Ҳ ᵩ Ὴ ɼ ꜗ Їҿ ᴗ

ҟ ҟ ┼ Ὴ ᵩ ∕ Ӑ Ὴ Ї

҅ᵩ Ὴ Ⱶɼ ꜗ ᵩ 3 ɼ 
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 3 ꜗ ᵩ  

֥ ┼ Ї ᵩΊ Ҳ ┼ Ї ҿ

Їҏ ҿ Їⅎ ɻ ɻ ɻ

Ӏ ɻ Ҳ ɻ үꜗ Ї Ὴ ᵣ

Ї ᵩ ҐЇ └ ꜠ɻ

ⅎשׂ ɼ 

Ѓ֒Є ḪЕ ԓ ҿ ⅎ Ὴ ᵩ  

Ḫ ԓ ҿ ⅎ Ὴ ᵩ ԋ Ὴ ɻ

ᵩ Ὴ֥ Ї ” ֥ Ḫ Ὴ ɼ ᵩ Ὴ

4 ɼ 
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ṩὔ ᶫ

ṩὔḫ

IT

♃ ᶤᶋPLC ᾳוּ  PLC ֚ PLC ᴙ PLC

ᶽѧί
DCS

ABB
DCS

Ṫ ṷᾛӐᵔᾛӐᵔ Ṫ ṷ ᾛӐᵔ ᾛӐᵔ

ὶԄҐὭ
εּוғζ

ὶԄҐὭ
εדטζ

ᴥᵇ εַῇζ

ᾭ εַῇζ
ᾛӐᵔ ᶈ ֫‘

∆ ҐὭ
APC

DBEMS Serverᾦ֫‘

ẙ∆ ҐὭ

xxPS xxPS xxPS

 ᶊ

ⱳҒὔֹש שὔֹגח

APC Ᵽש

Ᵽש

ẘ& ╟ Ᵽש

ṩὔ ᶫ

ṩὔ ᶫ

ṩὔ

ṩὔ╩ỵ
ṩὔѭῡᴋᶰ-

Server

ṩὔѭῡᴋᶰ
Client

ᾛӐᵔᾛӐᵔOPC Server

Internet

ṩὔ ᶫ

 

 4 ᵩ Ὴ  

· ┼ 

IT OT ҟ Ї ┼Ї Ḧ2.0Ҳ

┼ ғ ┼ ◊ ɼ 

֥ OT ┼ Ї ῇ ҿ ɼ

ԓ Ї ῇ ɼῗ ҟ

+VPN Ї Ḫ Ḧ ɼ 

· ҿ  

ԓ ҿ Ї Їᵲҿ ⅎ

ɼ 

ҿ Ҳ ῇ ҿЇ ҟ Ї

┼ ҏᵣ ҿЇ Ї ⅎ

ⅎ ɻ ɼ 

ꜗ ӥ Ї

Ї Ї ԓ Ї Ḧ ԋ ┼

Ὺ ∑Ї ɼ 

· Ӏ  

Ӏ ԓ ֥ Ὴ PCЇ Ї ҟ




































































