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The year of 2019 is the 50th anniversary of World Internet. Along
with the rapid development of information technology and the accelerated
popularization of network applications, the Internet has gradually
penetrated into all aspects of production and living activities, made great
contribution to the growth of economic prosperity and social civilization.
At the same time, there are still many problems to deal with, such as
frequent cyber security incidents, rampant international terrorism,
expanding fake news and cyber violence, the protection of personal
information and data governance, as well as the issues from development
of new technologies and new businesses. These have become common
issues facing by the international community. In the past year, the
international Internet governance continues to be valued, the consensus of
governments around the world to ensure and regulate the healthy
development of the Internet through the rule of law is broader and the
goals are more consistent, network security and information content
regulation have become increasingly stringent, data governance
mechanisms have been gradually established, personal information
protection has been continuously strengthened, and new technologies and
businesses have accelerated their development.

The year of 2019 marks the 70th anniversary of the founding of the
People's Republic of China. Reviewing the process of the building of the
law, governing the country by law has always been the basic strategy for
the party to lead the people in governing the country. Continuous progress
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has been made in building the socialist rule of law and historic
achievements have been made, forming a socialist legal system with
Chinese characteristics and providing a strong legal guarantee for social
and economic development.

This year also marks the 25th anniversary of China's full access to
the World Internet. With the rapid development of China's digital
economy and the continuous expansion of the scale of the Internet
industry, the traditional legal system is gradually extending to the
network, and the Internet specific legislative activities are increasingly
abundant. The rule of law system in cyberspace has taken initial shape,
and has become an important part of the comprehensive rule of law. In
particular, since the 18th national congress of the communist party of
China (CPC), in keeping with the rules and characteristics of the Internet
development, we have continued to regulate, operate and access the
Internet in accordance with the law, has opened a new chapter in the
construction of rule of law in cyberspace. In the past year, China's
Internet legal construction has been advancing steadily and yielded
fruitful results. The legal system in the Internet sector has been
increasingly improved. The E-commerce Law has been formally
implemented, and relevant laws and regulations related to the Cyber
Security Law have been continuously improved. Law enforcement in
cyberspace has been further strengthened. Relevant departments have
continued to carry out security inspections of network facilities, and clean
up illegal and harmful information, focus on cracking down on violations
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of citizens' personal information and spreading online rumors. The reform
to make the judiciary more networked, transparent and intelligent has
been further deepened. The operation of Internet courts has become
increasingly mature, systems and technology have been deeply integrated,
case handling has become more efficient and convenient, and the rules for
judging cases online have been gradually improved.

In October 2019, the fourth plenary session of the 19th central
committee of the communist party of China (CPC) proposed to promote
the modernization of the country's governance system and governance
capacity, further improve the legislative system and mechanisms, and
strengthen legislation in important areas, which points out the way for the
construction of the rule of law in China in the future. From the
perspective of the development of Internet rule of law in China, there will
be four trends: Firstly, the Internet legal system will be further enriched
and improved. With the gradual construction of the legal framework of
cybersecurity and information service management, in the future, the
Internet governance will return to the essence of network social
management, and gradually realize the comprehensive coverage of
network governance in all areas of social management. Secondly, the
Internet law enforcement and judicial level will continue to improve.
From the perspective of law enforcement, the regulation of the Internet,
new technologies and new businesses requires more flexible, rapid and
efficient legal enforcement measures and more independent, powerful and
professional enforcement mechanisms. From the perspective of judicature,
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it will become a trend to make up the deficiency of rules by judicial
precedents in the future, and it is necessary to supplement the vacancy of
rules by judgments. Thirdly, data governance will become the core of
Internet governance, and it is necessary to achieve a balance between data
security, data value and users' rights. From the current focus of legislation,
data security is still the most concerned issue. Fourthly, China will
actively participate in global Internet governance, promote the
formulation of international rules, and organize international exchanges
and cooperation. With the help of the "One Belt And One Road" and the
Brics cooperation mechanism, China will contribute its wisdom in
Internet governance, build a community of Shared future in cyberspace,
and share the fruits of digital economy and technological
development. The China Academy of Information and Communications
Technology (CAICT) has summarized the important legislations, law
enforcement, and judicial activities in cyberspace in the past year both in
China and abroad, concluded the main points of the rule of law in
cyberspace and looked forward to the future trend to form this white
paper. It is hoped to provide valuable reference for people from all walks
of life at home and abroad to have an in-depth understanding of the latest

trends and future direction of the rule of law in cyberspace.
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